// HALBORN

Affine DeF1i -
Multiplyr

Smart Contract Security Audit

Prepared by: Halborn
Date of Engagement: September 19th, 2022 - October 7th, 2022

Visit: Halborn.com


https://halborn.com

DOCUMENT REVISION HISTORY

CONTACTS

1

3.2

EXECUTIVE OVERVIEW

INTRODUCTION

AUDIT SUMMARY

TEST APPROACH & METHODOLOGY

RISK METHODOLOGY

SCOPE

ASSESSMENT SUMMARY & FINDINGS OVERVIEW
FINDINGS & TECH DETAILS

(HAL-@1) IGNORE EXTERNAL CALL FEE - MEDIUM
Description

Code Location

Proof of Concept

Risk Level

Recommendation

Remediation Plan

(HAL-@2) POSSIBLE LOSS OF FUNDS - MEDIUM
Description

Code Location

Proof of Concept

Risk Level

Recommendation

Remediation Plan

10

12

13

15

15

15

16

17

17

17

18

18

18

18

19

19

19



3.3 (HAL-03) POSSIBLE UNPREDICTABILITY BETWEEN L2 AND L1 RATIOS -

3.4

3.5

3.6

LOW
Description
Code Location
Risk Level
Recommendation

Remediation Plan

20

20

20

20

20

20

(HAL-04) FUNCTION DOES NOT CHECK THE TOKEN BALANCE BEFORE AND

AFTER A CALL - LOW
Description

Code Location

Risk Level
Recommendation

Remediation Plan

21

21

21

21

22

22

(HAL-05) LACK OF PROPER SLIPPAGE PROTECTION - INFORMATIONAL }

23
Description
Code Location
Risk Level
Recommendation
Remediation Plan
(HAL-06) POSSIBLE MISUSE OF CHAIN ID - INFORMATIONAL
Description
Code Location
Risk Level
Recommendation

Remediation Plan

23

23

23

23

24

25

25

25

26

26



4.1

4.2

AUTOMATED TESTING
STATIC ANALYSIS REPORT
Description

Slither results
AUTOMATED SECURITY SCAN

Description

MythX results

27

28

28

28

47

47

47



DOCUMENT REVISION HISTORY

VERSION MODIFICATION DATE AUTHOR
0.1 Document Creation 10/04/2022 Omar Alshaeb
0.2 Draft Review 10/07/2022 Kubilay Onur Gungor
0.3 Draft Review 10/07/2022 Gabi Urrutia
1.0 Remediation Plan 10/26/2022 Omar Alshaeb
1.1 Remediation Plan Review | 10/28/2022 Kubilay Onur Gungor
1.2 Remediation Plan Review | 10/28/2022 Gabi Urrutia

CONTACTS

CONTACT COMPANY EMAIL
Rob Behnke Halborn Rob.Behnke@halborn.com
Steven Walbroehl Halborn Steven.Walbroehl@halborn.com
Gabi Urrutia Halborn Gabi.Urrutia@halborn.com
Kubilay Onur Halborn Kubilay.Gungor@halborn.com
Gungor



mailto:Rob.Behnke@halborn.com
mailto:Steven.Walbroehl@halborn.com
mailto:Gabi.Urrutia@halborn.com
mailto:Kubilay.Gungor@halborn.com

Omar Alshaeb

Halborn

Omar .Alshaeb@halborn.com



mailto:Omar.Alshaeb@halborn.com

EXECUTIVE OVERVIEW




EXECUTIVE OVERVIEW

1.7 INTRODUCTION

Affine DeFi engaged Halborn to conduct a security audit on their smart
contracts beginning on September 19th, 2022 and ending on October 7th,
2022. The security assessment was scoped to the smart contracts provided
to the Halborn team.

1.2 AUDIT SUMMARY

The team at Halborn was provided three weeks for the engagement and as-
signed a full-time security engineer to audit the security of the smart
contract. The security engineer is a blockchain and smart-contract se-
curity expert with advanced penetration testing, smart-contract hacking,
and deep knowledge of multiple blockchain protocols.

The purpose of this audit is to:

®* Ensure that smart contract functions operate as intended

®* Identify potential security issues with the smart contracts

In summary, Halborn identified some security risks that were mostly
addressed by the Affine DeFi team.

1.3 TEST APPROACH & METHODOLOGY

Halborn performed a combination of manual and automated security testing
to balance efficiency, timeliness, practicality, and accuracy in regard
to the scope of this audit. While manual testing is recommended to uncover
flaws in logic, process, and implementation; automated testing techniques
help enhance coverage of the bridge code and can quickly identify items
that do not follow security best practices. The following phases and

associated tools were used throughout the term of the audit:
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® Research into architecture and purpose

Smart contract manual code review and walkthrough

Graphing out functionality and contract logic/connectivity/functions

(solgraph)

® Manual assessment of use and safety for the critical Solidity vari-
ables and functions in scope to identify any arithmetic related
vulnerability classes

® Manual testing by custom scripts

® Scanning of solidity files for vulnerabilities, security hotspots

or bugs. (MythX)

Static Analysis of security for scoped contract, and imported func-

tions. (Slither)

®* Testnet deployment (Brownie, Remix IDE)

RISK METHODOLOGY:

Vulnerabilities or issues observed by Halborn are ranked based on the risk
assessment methodology by measuring the LIKELIHOOD of a security incident
and the IMPACT should an incident occur. This framework works for commu-
nicating the characteristics and impacts of technology vulnerabilities.
The quantitative model ensures repeatable and accurate measurement while
enabling users to see the underlying vulnerability characteristics that
were used to generate the Risk scores. For every vulnerability, a risk
level will be calculated on a scale of 5 to 1 with 5 being the highest
likelihood or impact.

RISK SCALE - LIKELIHOOD

Almost certain an incident will occur.

High probability of an incident occurring.
Potential of a security incident in the long term.

Low probability of an incident occurring.

- N wWw b~ O
|

Very unlikely issue will cause an incident.

RISK SCALE - IMPACT

5 - May cause devastating and unrecoverable impact or loss.
4 - May cause a significant level of impact or loss.
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3 - May cause a partial impact or loss to many.

2 - May cause temporary impact or loss.

1 - May cause minimal or un-noticeable impact.

The risk level is then calculated using a sum of these two values, creating

a value of 10 to 1 with 10 being the highest level of security risk.

CRITICAL HIGH MEDIUM LOW

10 - CRITICAL

9_

7
5 -
3

- h O

HIGH

MEDIUM

LOW

VERY LOW AND INFORMATIONAL
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1.4 SCOPE

IN-SCOPE:
The security assessment was scoped to the following smart contracts:

src/ethereum/L1CompoundStrategy.sol
src/ethereum/L1Vault.sol
src/ethereum/L1WormholeRouter.sol
® src/external/Multicall.sol

®* src/interfaces/*
src/polygon/Detailed. sol
src/polygon/EmergencyWithdrawalQueue. sol
®* src/polygon/ERC4626Router.sol

® src/polygon/ERC4626RouterBase.sol
src/polygon/Forwarder.sol
src/polygon/L2AAVEStrategy.sol
src/polygon/L2Vault.sol

® src/polygon/L2WormholeRouter.sol
src/polygon/Router.sol
src/polygon/TwoAssetBasket.sol
src/AffineGovernable.sol

®* src/BaseStrategy.sol

®* src/BaseVault.sol
src/BridgeEscrow.sol
src/Constants.sol

® src/DollarMath.sol

* src/WormholeRouter.sol

Commit ID: 30e93568ca@b0b458f8744baeleb2aaflel132647


https://github.com/Multiplyr/contracts/tree/audit-v2.1
https://github.com/Multiplyr/contracts/commit/30e93568ca0b0b458f8744bae1e62aaf1e132647

EXECUTIVE OVERVIEW

And the following smart contracts:

src/ethereum/CurveStrategy.sol

src/ethereum/ConvexStrategy.sol
®* src/polygon/DeltaNeutrallp.sol

Commit ID: 06d6bc37fa80f0fdf794a8cb93e8100288d065e0

Fixed Commit ID: 06d6bc37fa80f0fdf794a8ch93e8100288d065e0

And the following smart contracts:

src/BaseVault.sol
® src/ethereum/L1Vault.sol
® src/polygon/L2Vault.sol

Commit ID: 302ab4e2e54c2666d607be1b88861636fdee311d

11


https://github.com/Multiplyr/contracts/tree/audit-v3
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IMPACT

2. ASSESSMENT SUMMARY & FINDINGS
OVERVIEW

CRITICAL

HIGH

0

(HAL-01)
(HAL-02)

LIKELIHOOD

(HAL-03)

12
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SECURITY ANALYSIS

HALO1 - IGNORE EXTERNAL CALL FEE

HAL@2 - POSSIBLE LOSS OF FUNDS

HAL@3 - POSSIBLE UNPREDICTABILITY
BETWEEN L2 AND L1 RATIOS

HAL@4 - FUNCTION DOES NOT CHECK THE
TOKEN BALANCE BEFORE AND AFTER A
CALL

HAL@5 - LACK OF PROPER SLIPPAGE
PROTECTION

HAL@6 - POSSIBLE MISUSE OF CHAIN ID

RISK LEVEL

Medium

Medium

REMEDIATION DATE

SOLVED - 10/26/2022

SOLVED - 10/26/2022

RISK ACCEPTED

SOLVED - 10/26/2022

SOLVED - 10/26/2022

SOLVED - 10/26/2022

13
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FINDINGS & TECH DETAILS

3.1 (HAL-01) IGNORE EXTERNAL CALL
FEE - MEDIUM

Description:

The wormhole publishMessage function is payable. Currently, requires no
fees, but that can be changed over time. If the wormhole decides to
set a fee greater than 0, all those external calls within the protocol
would fail. Hence, leaving the wormhole routers unable to perform their
critical tasks.

Code Location:

29 function reportTransferredFund(uint256 amount) external {

30 require(msg.sender == address(vault), "Only vault”);

31 bytes memory payload = abi.encode(Constants.

L, L2_FUND_TRANSFER_REPORT, amount);

32 uint64 sequence = wormhole.nextSequence (address(this));
33 wormhole.publishMessage (uint32(sequence), payload,

L, consistencylLevel);
34 3}

35

36 function requestFunds(uint256 amount) external {

37 require(msg.sender == address(vault), "Only vault");

38 bytes memory payload = abi.encode(Constants.L2_FUND_REQUEST,
L, amount);

39 uint64 sequence = wormhole.nextSequence(address(this));

40 wormhole.publishMessage(uint32(sequence), payload,

L, consistencylLevel);

41 }

42

15
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29 function reportTVL(uint256 tvl, bool received) external {

30 require(msg.sender == address(vault), "Only vault");

31 bytes memory payload = abi.encode(Constants.L1_TVL, tvl,
L, received);

32 // NOTE: We use the current tx count (to wormhole) of this
L, contract

33 // as a nonce when publishing messages

34 // This casting is fine so long as we send less than 2 *x 32 -
LLb 1 (~ 4 billion) messages

35 uint64 sequence = wormhole.nextSequence(address(this));

36

.
Ly

38

39

40 function reportTransferredFund(uint256 amount) external {

41 require(msg.sender == address(vault), "Only vault");

42 bytes memory payload = abi.encode(Constants.

L, L1_FUND_TRANSFER_REPORT, amount);

43 uint64 sequence = wormhole.nextSequence (address(this));

44

- A
L,

46 }

47

Proof of Concept:

Wormhole publishMessage function increase its fee transaction

2. Affine DeFi wormhole routers fail to publish messages due to not
sending any fee on the transaction

3. Affine DeFi overall protocol does not properly work

16



FINDINGS & TECH DETAILS

Risk Level:

Likelihood - 1
Impact - 5

Recommendation:

Considering the need to call publishMessage, paying transaction fees is
strongly recommended.

Remediation Plan:

SOLVED: The Affine DeFi team solved the issue in commit:
06d6bc37fa80fofdf794a8ch93e8100288d065e0

17


https://github.com/Multiplyr/contracts/commit/06d6bc37fa80f0fdf794a8cb93e8100288d065e0

FINDINGS & TECH DETAILS

3.2 (HAL-02) POSSIBLE LOSS OF
FUNDS - MEDIUM

Description:

Wormhole does not fail if the destination chain ID is different from
the one supposed to be. If the rebalancer bot calls this function
directly with a different chain ID, it will not fail, so funds during the
transactions can be lost.

You can check the Wormhole Chain IDs on each chain, which is not the same
as the network chain ID and can be easily confused.

Code Location:

41 function _validateWormholeMessageEmitter (IWormhole.VM memory vm)
L, internal view {

42 require(vm.emitterAddress == bytes32(uint256(uint160 (

L, otherLayerRouter))), "Wrong emitter address");

43 require(vm.emitterChainId == otherLayerChainId, "Wrong emitter
L. chain");

44 require(vm.nonce >= nextValidNonce, "0ld transaction”);

45 3}

46

Proof of Concept:

. Confuse wormhole chain ID with network chain ID
Initialize the contract with a wrong wormhole chain ID
. Execute transactions on the protocol

HAowo N =

. Validate wormhole message emitter does not work as intended

18


https://book.wormhole.com/reference/contracts.html#core-bridge

FINDINGS & TECH DETAILS

Risk Level:

Likelihood - 1
Impact - 5

Recommendation:

Creating a Chain ID whitelist with all the possible Chain IDs or having
it hardcoded within the contract is recommended.

Remediation Plan:

SOLVED: The Affine DeFi team solved the issue in commit:
06d6bc37fa80fofdf794a8ch93e8100288d065e0

19


https://github.com/Multiplyr/contracts/commit/06d6bc37fa80f0fdf794a8cb93e8100288d065e0

FINDINGS & TECH DETAILS

3.3 (HAL-03) POSSIBLE
UNPREDICTABILITY BETWEEN L2 AND L1
RATIOS - LOW

Description:

When setlLayerRatios function is used to update the ratio between L1 and
L2, an invalid total ratio can be set (more than 100%). Hence, the
rebalancer bot could not properly work in those cases.

Code Location:

449 function setlLayerRatios(uint256 _l1Ratio, uint256 _12Ratio)
L, external onlyGovernance {

450 11Ratio = _l11Ratio;

451 12Ratio = _12Ratio;

452 3}

453

Risk Level:

Likelihood - 2
Impact - 3
Recommendation:

When setting the ratios, making sure the total ratio is equal to 100% is
recommended.

Remediation Plan:

RISK ACCEPTED: The Affine DeFi team accepted the risk of this finding.

20



FINDINGS & TECH DETAILS

3.4 (HAL-04) FUNCTION DOES NOT

CHECK THE TOKEN BALANCE BEFORE AND

AFTER A CALL - LOW

Description:

Whenever the exit function is used, the contract should check the token
balance before and after the call. So, the exact amount of tokens sent

can be properly checked.

Code Location:

60 function 11ClearFund(uint256 amount, bytes calldata exitProof)
L, external {
61 require(msg.sender == wormholeRouter, "Only wormhole router”);
62
63 // Exit tokens, after that the withdrawn tokens from L2 will
L, be reflected in L1 BridgeEscrow.
64 rootChainManager.exit(exitProof);
65
66 // Transfer exited tokens to L1 Vault.
67 uint256 balance = token.balanceOf (address(this));
68 require(balance >= amount, "Funds not received”);
69
70 IL1Vault 11Vault = IL1Vault(vault);
71 token.safeTransfer (address(l1Vault), balance);
72
73 11Vault.afterReceive ();
74 }
75
Risk Level:

Likelihood - 2
Impact - 2

21



FINDINGS & TECH DETAILS

Recommendation:

Checking the token balance before and after the exit call is recommended.

Remediation Plan:

SOLVED: The Affine DeFi team solved the issue in commit:
06d6bc37fa80fofdf794a8ch93e8100288d065e0

22


https://github.com/Multiplyr/contracts/commit/06d6bc37fa80f0fdf794a8cb93e8100288d065e0

FINDINGS & TECH DETAILS

3.5 (HAL-05) LACK OF PROPER SLIPPAGE
PROTECTION - INFORMATIONAL }

Description:

Within the _claimAndSellRewards function, the slippage protection of the
transaction is set to zero. Hence, if there is tiny liquidity, there is
a high risk of losing part of the investment.

Code Location:

122 function _claimAndSellRewards() internal {

123 comptroller.claimComp (address(this));

124 if (rewardToken != address(cToken)) {

125 uint256 rewardTokenBalance = balanceOfRewardToken();
126 if (rewardTokenBalance >= minRewardToSell) {

127 _sellRewardTokenForWant (rewardTokenBalance, 0);
128 3}

129 }

130 return;

131 }

132

Risk Level:

Likelihood - 1
Impact - 1

Recommendation:

Setting at least 5% slippage protection is recommended.

23
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Remediation Plan:

SOLVED: The Affine DeFi team solved the issue in commit:
06d6bc37fa80f0fdf794a8ch93e8100288d065e0

24


https://github.com/Multiplyr/contracts/commit/06d6bc37fa80f0fdf794a8cb93e8100288d065e0

FINDINGS & TECH DETAILS

3.6 (HAL-06) POSSIBLE MISUSE OF
CHAIN ID - INFORMATIONAL

Description:

When initializing the wormhole router, the wormhole chain ID can be
misused. As can be wrongly set due to confusion with the different
deployed chain IDs.

As mentioned on HAL@2, you can check the Wormhole Chain IDs on each chain,
which is not the same as the network chain ID and can be easily confused.

Code Location:

18 function initialize(IWormhole _wormhole, L2Vault _vault, address
L, _otherLayerRouter, uintl16 _otherLayerChainId)
19 external
20 initializer
21 {
22 wormhole = _wormhole;
23 vault = _vault;
24 governance = vault.governance();
25 otherLayerRouter = _otherLayerRouter;
26 otherLayerChainId = _otherLayerChainId;
27 3}
28
Risk Level:

Likelihood - 1
Impact - 1

25


https://book.wormhole.com/reference/contracts.html#core-bridge

FINDINGS & TECH DETAILS

Recommendation:

As mentioned on HAL@2, creating a Chain ID whitelist with all the possible
Chain IDs or having it hardcoded within the contract is recommended.

Remediation Plan:

SOLVED: The Affine DeFi team solved the issue in commit:
06d6bc37fa80fofdf794a8ch93e8100288d065e0

26
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AUTOMATED TESTING

4.1 STATIC ANALYSIS REPORT

Description:

Halborn used automated testing techniques to enhance the coverage of cer-
tain areas of the scoped contracts. Among the tools used was Slither, a
Solidity static analysis framework. After Halborn verified all the con-
tracts in the repository and was able to compile them correctly into their
ABI and binary formats, Slither was run on the all-scoped contracts. This
tool can statically verify mathematical relationships between Solidity
variables to detect invalid or inconsistent usage of the contracts’ APIs

across the entire code-base.

Slither results:

src/ethereum/L1CompoundStrategy.sol

Jexternal/Multicall.sol#9
ki/Detector-Documentation/#payable-functions-using-delegatecall-inside-a-loop

.delegatecall(datali]) (contra

Multicall.multicall(bytes[])
Reference: https://github.com/crytic/slither/w

AffineGovernable.governance {contracts/Af
WormholeRouter.o ter (contracts,
- WornholeRouter._validateWormholeMessageEmi!
WormholeRouter.otherLayerChainId (contrac
- WornholeRouter._validateWormholeMe
WormholeRouter.nextValidNonce (co
- wornholeRouter._validateWormholeMess:
ither

er

>1#41-45

d.
tracts/WormholeRouter. sol#t1-45:
ate-variables

geEmitter (Inornhole.vM

wiki/Detector-Documentationfuninitialized

//github.com/crytic/s

Reference: ht

BaseVault.rebalance() (contracts/BaseVault.sol#549-598) uses a dangerous strict equality:
- amountToInvest == @ (contracts/BaseVault.sol#584)
L xateay. _sel iRenardT (uint266,uint256) (contracts/ethereun/L1ConpoundStrategy.sol#133-141) uses a dangerous strict equality:
- amountIn == @ (contracts/ethersun/L1CompoundStrategy.sol#134)
Lacempoundstxategy w)thnxlw:nt(umtzsﬂ (contracts/ethereun/L1ConpoundStrategy . sol#110-128) uses a dangerous strict equality:
ltuntucts/-th-numlllﬂulﬂuuundstut-gy s01#111)

L int256) ( .s01#166-174) uses a dangerous strict equality:
e amoumeTaken — @ || addrass (soken) ) (contracts/ 10 e0y. s0l#167)
Referenc https://github.com/crytic/slither/wiki/ ct-equalities

ntrancy in BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#487-462
External calls
- balanceThisHarvest = strategy.totallockedvalue() (contracts/Basevault.sol#432)
State variables written after the call(s):
- strategies[strategy].balance = balanceThisHarvest (contracts/BaseVault.sol#43s)
https: //github.con/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities—1

ferenc

BaseVault.rebalance(}.amountsToInvest {contracts/BaseVault.sol#556) is a local variable never initialized
BaseVault.harvest(BaseStrategy(]).totalProfitAccrued (contracts/BaseVault.sol#418) is a local variable never initialized
withdrawalousus().offset (contracts/BaseVault.sol¢219) is a local varisble never initi

BsslV-ull rebalance() ltuntructs/ﬂ-s-\luult suusn 598) ignores return value by strategy.divest(currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#567)

- int266,uint266) ( ethereun/L -501#133-141) ignores return value by router.swapExactTokensForTokens(amountIn,minOut,getTokenOutPathV2(address (rewa
r:untntts/lth-z-um/llcnmpuunnstntlny.snlnl!!—lm)

Reference: https://github.cen/crytic/slither/wiki/Detector-Documentation#unused-return

BaseVault.baseInitialize(address, ERC28,address, BridgeEscron)._governance (contracts/BaseVault.sol#37) lacks a zero-check on :

~ governance = _governance (contracts/BaseVault.sol#42)
Basevault.baseInitializeladdress, ERC28,address, BridgeEscron) . _wormholeRouter (contracts/BaseVault.sol#37) lacks a zero-check on
— wormholeRouter = _wormholeRouter (contracts/BaseVault.sol#44)
BridgeEscrow cnns(xuc(nr(;\ﬂdxuss) _owner (contracts/BridgeEscrow.sols28) lacks a zero-check on :
— owner = _owner (contracts/BridgeEscrow.sol#29)
BridgoEscron. initialiss(address, IRoatChainManager) . vauls (contracts/Bridgecscrow.sol#32) lacks a zoro-check on ¢
- vault = _vault (contracts/BridgeEscrow.sol#35

— wormholeRouter = BaseVault(_vault).wornholeRouter() (contracts/BridgeEscrow.sol#36)

LiCompoundStrategy. constructor (Basevault, ICToken, IComptroller, IUniLikeSwapRouter  address, address) . rewardToken (contracts/ethereun/L1CompoundStrategy.sol#41) lacks a zero-check on :
— rewardToken = _rewardToken (contracts/ethereun/L1ConpoundStrategy.sol#50)

LiCompoundStrategy. constructor (BasevVault, ICToken, IComptroller, IUnilikeSwapRouter, address, address) . _wrappedNative (contracts/ethereum/L1CompoundStrategy.sol#42) lacks a zero-check on :
— wrappedNative = _wrappedNative (contracts/ethereun/L1CompoundStrategy.sol#51)

Reference: https://github.con/crytic/slither/wiki/ on#missi lidation

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has external calls inside a loop: (success,result) = address(this).delegatecall(datalil} (contracts/external/Multicall.sol#12)
BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271) has external calls inside a loop: amountWithdrawn = strategy.divest(type()(uint256).max) (contracts/Basevault.sol#257)
BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#487-462) has external calls inside a loop: balanceThisHarvest = strategy.totallockedValue() (contracts/BaseVault.sol#432)
BaseVault.rebalance() (contracts/BaseVault.scl#569-590) has external calls inside a loop: amountToInvest = Math.min(amountTeInvest,_asset.balanceOf(address(this))) (contracts/BaseVault.sol#583)
BaseVault.rebalance() (contracts/BaseVault.sol#549-596) has external calls inside a loop: strategy_scope_l.invest(amountToInvest) (contracts/BaseVault.sol#588)

BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has external calls inside a loop: currStrategyTVL = strategy.totallockedValue() (contracts/BaseVault.sol#565)

BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has external calls inside a loop: strategy.divest(currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#567)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation/#calls-inside-a-loop

Reentrancy in BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271)

- amountwithdrawn = strategy.divest(type() (uint256).max) (contracts/BaseVault.sol#257)
State variables written after the call(s):
~ maxLockedProfit += oldBal — amountWithdrawn (contracts/BaseVault.sol#267)
- totalstrategyHoldings —= oldBal (contracts/BaseVault.sol#259)

in BaseVault.wi ] ,Uint256) (contracts/BaseVault.sol#362-376):
External calls

28
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- amountwithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#3sa)
State variables written after the ca: s):
- strategies[strategy].balance —= amountWithdrawn (contracts/BaseVault.sol#366)
- totalStrategyHoldings -= amountwithdrawn (contracts/BaseVault.sols371)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-2

Reentrancy in BaseVault.depositIntoStrategy(BaseStrategy,uint266) (contracts/Basevault.so1#323-339)

External calls:
~ strategy.invest(tokenAmount) (contracts/BaseVault.sel#337)

Event emitted after the call(s):
tracts/B: 1t.s01#338)

rategy, )t
Roentzancy in BaseVault.withdrawFromStratogy(BaseStratagy,uint266) (contracts/BaseVault.sol4362-376):

xternal calls:
- amountWithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#3ss)

Event emitted after the call(s):
rategyWithdranal(strategy, anounthithdrawn) (contracts/BaseVault.sol#374)
lnerabilities-3

- st
Reference: https://github.com/erytic/slither/wiki/

BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#487-462) uses timestamp for comparisons
Dangerous comparisons:
- require(bool,string) (block.timestamp >= lastMarvest + lockInterval,PROFIT_UNLOCKING) (contracts/BaseVault.sol#4e9)
BaseVault.lockedProfit() (contracts/BaseVault.sol#468-475) uses timestamp for compari

Dangerous comparisons:
- block. timestanp >= lastHarvest + lockInterval (contracts/BaseVault.sol#4s9)

Reference: https://github.cem/crytic/slither/wiki/ ~tinestanp

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) uses assembly
- INLINE ASM (contracts/external/Multicall.sol#19-21)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentationgassembly-usage
tracts/Basevault.sol#248-271) has costly operations inside a loop:
- totall stratinfo.tviBps (contracts/Basevault.sol#248)
BaseVault.removeStrategy (BaseStrategy) (contracts/BaseVault.sol#248-271) has costly operations inside a loop:
~ totalStrategyHoldings —= oldBal (contracts/BaseVault.sol#259)
BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#248-271) has costly operations inside a loop
— maxLockedProfit += oldBal - amountwithdrawn (contracts/BaseVault.sol#:
Basevault. upda(!S(!a(egyADur:auung(Easest!at!gy[] uint266[1) (contracts/BaseVault.sol#278-297) has costly operations inside a loop:
- totalsps -= oldBps (contracts/BaseVault.sol#293)
BaseVault. )ncuasﬂvas(umtzssb (contracts/BaseVault.sol#286-218) has costly operations inside a loops
TotalBps = newTotalBps (contracts/BaseVault.sol#269)
https //github.con/crytic/slither/wiki/Detector-Documentationdcostly-operations—inside-a-loop

B 1t

Referance:
BaseVault._ liguidate(uint266) (contracts/BaseVault.sol#496-525) is never used and should be removed
BaseVault.depositintoStrategies() (contracts/BaseVault.301¢342-353) is never used and should be renoved

1t depositl uint256) (contracts/BaseVault.sol#323-339) is never used and should be removed
BaseVault.withdrawFronStrategy (BaseStrategy,uint256) (contracts/BaseVault.sol#362-376) is never used and should be removed
LiCompoundStrateoy getCompoundissets () (contracts/ethexeun/LiConpoundStrategy. sol#176-179) is never used and should be removed

mholeRouter. vali Inormhole. VM) t leRouter.sol#41-45) is never used and should be removed

Roforence: hieps-//gitnib. cnm/uync/;nm"/mk)/uezecmz-uucumnnnnnmnn-cuae
version teo recent to be trusted. Consider deploying with 0.6.12/8.7.6/8.8.7

Pragma versionn0.8.13 ( il &.s50142)
Pragma version"0.8.13 (contracts/BaseStrategy.sol#2) necessitates a version too recent to be trusted. Consider deploying with 6.6.12/6.7.6/0.8.7
Pragma version*8.8.13 (contracts/BaseVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/8.7.6/0.8.7
Pragma versionn0.8.13 (eontracts/BridgeEscrow.scl#2) necessitates a version too recent to be trusted. Consider deploying with 6.6.12/0.7.6/0.8.7

ing wi 2/8.7.6/0.8.7

Pragma version®0.8.13 (contracts/wormholeRouter.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.1
Pragma version*8.8.13 (contracts/ethereun/L1CompoundStrategy.sol#2) necessitates a version too Tecent to be trusted. Consider deploying with 8.6. 12/a 7.6/8.8.7
Pragma versionn0.8.13 (eontracts/external/Multicall.sol#4) necessitates a version too reeent to be trusted. Consider deploying with 0.6.12/0.7.
Pragma version*0.8.13 (contracts/interfaces/IRootChainManager.s01#2) necessitates a version too recent to be trusted. Consider deploying with 8.6. 12/a 7.6/8.8.7
.501#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/8.7.6/0.8.7
Consider deploying with 8.6.12/8.7.6/0.8.7

Pragma versione.8.13 (. nterfaces/IUniLi
Pragma versionn0.8.13 (eontracts/interfaces/IVault.sol#2) necessitates a version too recent to be trusted
Pragma version*0.8.13 (contracts/interfaces/IWormhole.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/.8.7
Pragma version®0.8.13 (contracts/interfaces/compound/ICToken.sol#2) necessitates a version too recent to be trusted. Consider deploying with 9.6.12/0.7.6/0.8.7
Pragma version"0.8.13 (contracts/interfaces/compound/IComptroller.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7

501c-8.8.16 is not recommended for deployment

Reference: https://github.com/erytic/slither/wiki/ ct-ver dity

Low level call in Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#§-27
~ (success, rasult) = address(this).delegatecall(data[1]) (contracts/external/Multicall.sol#12)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#lon-level-calls
Variable BaseVault.swapwithdrawalQueueIndexes(uint256,uint256).newstrategyl (contracts/BaseVault.sol#131) is teo similar to BaseVault.swapwithdrawalQueueIndexes(uint256,uint256).newstrategy? (contracts/BaseVault.s:

~similar

Reference: https://github.com/crytic/slither/wiki/Detect ion#variabl
BridgeEscrow.vaultNonce (contracts/BridgeEscrow.sel#19) should be constan
L1CompoundStrategy.minRewardToSell (contracts/ethereun/L1ConpoundStrategy.sol#31) should be constant
WormholeRouter.nextValidNonce (contracts/WormholeRouter.sol#15) should be constant
WormholeRouter.otherLayerChainId (contracts/WormholeRouter.sol#14) should be constant
vormholeRouter.otherLayerRouter (contracts/WormholeRouter.so1#13) should be constant

Reference: https://github.com/erytic/slither/wik ion#state-variabl 1

asset() should be declared external:
- Basevault.asset() (contracts/BaseVault.sol#33-3s)
baseInitialize(address, ERC20,address, BridgeEscron) should be declared external:
aseVault.baseInitialize(address, ERC20, address,BridgeEscrow) (contracts/BaseVault.sol#37-54)
VaultTVLU) should be declared sxternal:
- ault.vaultTVL() (contracts/BaseVault.sol#478-480)
balanceOfCToken() should be declared external:
- LiCompoundStrategy.balanceDfCToken() (

totallockedvalue() should be declared external:
CompoundStrategy.totallockedValue() (contracts/ethereun/L1CompoundStrategy.sol#147-153)

-50l#69-71)

tracts/ethereun/L1

nultieall(bytes(]) should be doclared oxtornal:
ulticall.multicall{bytes]) {contracts/external/Multicall.sol#9-27)
lic-functi

Reference: https://github.com/crytic/slither/wiki
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src/ethereum/L1Vault.sol

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has delegatecall inside a loop im a payable function: (success,result) = address(this).delegatecall(datali])} (contracts/external/Multicall.sol#lz
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation/#payable-functions-using-delegatecall-inside-a-loop
BaseStrategy.vault (contracts/BaseStrategy.sol#13) is never initialized. It is used in:

— BaseStrategy ml‘cplERDZB. (contracts/BaseStrategy.sol#43-47)
.s01#21) is never initialized. It is
(contracts/BaseStrategy . sol#43-47)

://github.con/crytic/slither/wiki/Detector-Documentation#uninitialized-state-variables

used in:
- BaseStrategy muﬂm[ﬁﬂlﬁ}

Reference: https

BaseVault.rebalance() (contracts/BaseVault.sol#549-598) uses a dangerous strict equality:
— amountTolInvest == 8 (contracts/BaseVault.sol#584)

Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#dangerous-strict-equalities

ntrancy in BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#407-462):
External calls

— balanceThisHarvest = strategy.totallLockedvalue() (contracts/BaseVault.sol#432)
State variables written after the call(s)
— strategies[strategy].balance balanceThisHarvest (contracts/BaseVault.sol#435)
ntrancy in L1Vault.sendTVL() (contracts/ethereum/L1Vault.sol#63-75):
External call
- LiwWermholeRouter (wormholeRouter).reportTVL(tvl, received) (contracts/ethereun/L1Vault.sol#67)
State variables written after the call(s):
— received false (contracts/ethereum/L1Vault.sol#72)
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentationsreentrancy-vulnerabilities-

BaseVault.harvest(BaseStrategy[]).totalProfitAccrued (contracts/Basevault.sol#418) is a loecal variable never initialized
BaseVault. nm-nil-ﬂilhdnn-lﬂulul() offset (contracts/BaseVault.sol#219) is a local variable never initialize
Basevault.rebalance

ntsTolnvest (contracts/BaseVault.sol#556) is a local variable never initialized
Reference: https: l/nlthub com/crytic/slither/wiki/Detector-Documentation#uninitialized-loc

BaseVault.rebalance() (contracts/BaseVault.sol#549-598) ignores return value by strategy.divest(currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#567)

LiWormholeRouter . reportTVL (uint256,bool) (contracts/ethereun/L1WormholeRouter.so1829-38) ignores return value by wormhole.publishMessage(uint32(sequence),payload, consistencylevel) (contracts/ethereun/LiWormholeRout
LiWormholeRouter. reportTransferredFund(uint256) (contracts/ethereun/L1WormholeRouter.sol#4d-46) ignores return value by wormhole.publishMessage(uint32(sequence),payload, consistencylevel) (contracts/ethereun/L1Wormh
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unused-return

BridgeEscrow.constructor(address)

_owner (contracts/Bri 1#28) lacks a on :
— owner = _owner (contracts/BridgeEscrow.sol#29
BridgeEserow. 1mt)al)1!(adﬂzess IRootChainManager) ._vault (contraets/Bri 1#32) lacks a on :
t (contracts/BridgeEscrow.sol435)

" woemholeRouter - BaseVault(_vault).wormholeRouter() (centracts/BridgeEscrow.sol#d

BaseVault.baseInitialize(address,ERC28, address, BridgeEscrow) . _governance (contracts/BaseVault.sol#37) lacks a zero-check on
ornance (contracts/BaseVault.sol#42)

Basevault. baulnlt)ahze(aﬂdxus ERC20, address , BridgeEserow) .

_wormholeRouter (centracts/BaseVault.sol#37) lacks a zero-check on
nholeRouter =

_wormholeRouter {contracts/BaseVault.sol#4s)
LiVault. initializo (adaress, ERC2D, acdress, BridgeCesrow, TRootChainvanager, address) ._pradicate (contracts/sthercun/Livault.sal#3?) lacks a zsro-check on
- predicate = _predicate (contracts/ethereun/L1vault.sols
LikorsholsRauter . ini tialize(ornhole, LiVault, address, uint16) ._otherlayerRouter (contracts/ethereun)LivorsholeRouter. s0l#18) lacks a zexo-check on :
erlayerRouter = _otherLayerRouter (contracts/othereun/LiWormholeRouter.so
hetps<//aithub, con/erytic /311 thar wikd /Detect ation#missing

Reference:

lidation
BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271) has external calls inside a loop: amountWithdrawn = strategy.divest(type()(uint256).max) (contracts/BaseVault.sol#257)
BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#4@7-462) has external calls inside a loop: balanceThisHarvest = strategy.totallockedValue() (contracts/BaseVault.sol#432)
BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has external calls inside a loop: amountToInvest = Math.min{amountToInvest,_asset.balaneeOf (address(this))) (contracts/BaseVault.sol#583)
BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has external calls inside a loop: strategy_scope_1.invest(amountToInvest) (contracts/BaseVault.sol;
BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has external ealls inside a loop

currStrategyTVL = strategy.totallockedValue() (contracts/BaseVault.sol#565)
BaseVault.rebalance () K:untrntt&/ﬁastvault 501#549-598) has external calls inside a loop: strategy.divest(currStrategyTVl - idealStrategyTVL) (contracts/BaseVault.sol#567)
Multicall.multicall(bytes[1) t lticall.sol#9-27) has external calls inside a loop: (success,result) =
Reference:

address(this).delegatecall (datalil) (contracts/external/Multicall.sol#12)
Necps //githun. con/crytic/s1ithor/uiki/Detactor-Documentation/feallemins idecas1o

Reentrancy in BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271):
External calls

— amountwithdrann - strategy.divest(type() (uint256).max) (contracts/BaseVault.sol#2s?)
State variables written after the call(s!
- maxLockedProfit

oldBal - amountWithdrawn (contracts/BaseVault.sol#267)
_ totalstrategyHoldings —= oldBal (contracts/Basevault.sol42s

Reentrancy in BaseVault.withdrawFromStrategy(BaseStrategy, uint256) (contracts/BaseVault.sol#362-376)
E

= strategy.divest(tokenAnount) (contracts/BaseVault.sol#364)
State variables written after the ca

- strategies[strategy].balance
- totalStrategyHoldings —=

Reference:

(s):

amountwithdrawn (contracts/BaseVault.sol#366)
amountwithdrawn (contracts/BaseVault.sol#371)

https://github.con/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-

Reentraney in Livault.
External calls:

transferfundsToL2(uint266) (contracts/ethereun/L1Vault.sol#B8-95):

- chainManager.depositFor (address(bridgeEscrow) address(_asset),abi.encodePacked(amount)) :contuczs/nneuum/maul: sol#9@)
- LiWormholeRouter (wormholeRouter).reportTransferredFund(amount) (contracts/ethereum/L1vault.so1#93)
Event emitted after the call(s):

undTransferTolL2(amount) (contracts/ethereum/L1Vault.sol#

Reentrancy in BaseVault.depositIntoStrategy(BaseStrategy,uint256) (contracts/BaseVault.sol#323-339):
External calls:

nvest (tokenAnount) (contracts/BaseVault.sol#337)
)i
StrategyDeposit(strategy, tokenAmount) (contracts/BaseVault.sol#338)
Reentrancy in L1Vault.processFundRequest(uint256) (contracts/ethereun/L1Vault.so1#76-83)3
External calls
- _lauidate(amountRequested) (contracts/sthersun/Livault. sol#ge)
- amounthithdrawn = divest )« ts/BaseVault.sol#364)
_transferFundsToL2 (amountToSend) (z:nnt!a:ts/ethe!eum/uvau]t s01482)

- chainManager.depositFor(address (bridgeEscron), address{_asset) abi.encodePacked (amount)) (contracts/ethereun/L1Vault.sol#98)
~ LiWormholeRouter{wormholeRouter) . reportTransferredFund (amount) (eontracts/ethereun/L1Vault.sol#
Event emitted after the call(
- FundTransferToL2(amount) (contracts/ethereun/LiVault.sol#94)
- _transferFundsToL2(amountTosend) (contracts/ethereun/L1Vault.sol#
Reentrancy in LiWormholeRouter.receiveFunds(bytes,bytes) (contracts/ethereun/L1WormholeRouter.s0l#50-62)
External calls:
- vault.bridgeEscron().11ClearFund (amount, data) (contracts/ethereun/LiWormholeRouter. s01#68)
Event emitted after the call(s):
TransferfFronLz(amount) (contracts/ethersun/LiWormholeRouter.sol#61)
Reentrancy in L1Vault.sendTVL() (contracts/ethereun/L1Vault.sol#63-75):
External calls:
- LivormholeRouter (wormholeRouter) . reportTVL(tvl, received) (contracts/ethereun/L1Vault.sol#67)
Event emitted after the call(s):
- SendTVL(tvl) (contracts/ethereun/L1Vault.sole7s)
in BaseVault.wi ,uint256) (contracts/BaseVault.sol#362-376):
External calls:

- amountWithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)
Event emitted after the call(s):

rategyWithdrawal (strategy,amounthithdrawn) (contracts/Basevault.sol#374)
Reference: https://github.con/crytic/slither/wiki/!

bilities-3
BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#487-462) uses timestamp for comparisons
ngerous comparisons:

equire(bool, string) (block. timestamp >= lastHarvest + lockInterval, PROFIT_UNLOCKING) (contracts/BaseVault.sol#4e9)
BaseVault.lockedProfit() (contracts/BaseVault.sol#46B-475) uses timestamp for compari
Dangerous comparisons:

~ block. timestamp

astHarvest + lockInterval (contracts/BaseVault.sol#469)
Reference: https://github.com/crytic/s1ither/wiki/Detector-Documentation#block-timestanp

Multicall, mult:\call(bytes[]) (contracts/external/Multicall.sol#9-27) uses assembly
ASM (contracts/external/Multicall.sol#19-21)
Referance: httni-//ulkhub.cum/c!ytlc/sllther/wlk)/Detsctur Documentation#assembly-usage

BaseVault. relvmveStxattw(ﬁasestnteny) (contracts/BaseVault.so1#248-271) has costly operations inside a loop:

~ totalsps atInfo.tvlBps (contracts/BaseVault.sol#248)

BaseVault umvestntew(hustntew) (contracts/BaseVault.sol#246-271) has costly operations inside a loop:
- totalStrategyHoldings —= oldBal (contracts/BaseVault.sol#259)

BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271) has costly operations inside a loop:

— maxLockedProfit += oldBal - amountiithdrawn (contracts/BaseVault.sol#267)
BasevVault.

eations ( J,uint256[]) (contracts/BaseVault.sol#278-207) has costly operations inside a loop:
otalBps = oldBps (contracts/BaseVault.sol#2
BaseVault._increaseTVLBps(uint256) (contracts/BaseVault.sol#2086-210) has costly operations inside a loop:
- totalBps = newTotalBps (contracts/BaseVault.sol#209)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#costly-operations—inside-a-loop

Livault._msgData(} (contracts/ethereum/L1Vault.sol#56-52) is never used and should be removed
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#dead-code

Pragma versionn0.8.13 (contracts/BaseStrategy.sol#2) necessitates a version too re to be trusted. Consider deploying with 8.6.12/8.7.6/8.
Pragna version*0.8.13 (contracts/BaseVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/8.6.7
Pragna version®0.8.13 (contracts/BridgeEscrow.sol#2) necessitates a version too recent to be trusted. Consider deploying with 9.6.12/9.7.6/0.8.7
Pragna version"0.8.18 (contracts/Constants.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/8.8.7

Pragma version0.8.13 (contracts/AffineGovernable.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/0.8.7
t
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Pragma version®@.8.13 (contracts/WormholeRouter.so1#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/6.7.6/0.8.7

Pragma versionn0.8.13 (contracts/ethereun/L1Vault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/0.8.7

Pragma version®d.8.16 (contracts/ethereun/LiWornholeRouter.sol#2) necessitates a version too recent to be trusted. Consider deploying with ©.6.12/8.7.6/8.8.7

Pragna versionn0.8.13 (contracts/external/Multicall.sol#s) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/0.7.6/.8.7

Pragma version"@.8.13 (contracts/interfaces/IRootChainManager.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/6.7.6/8.8.7

Pragma version®@.8.13 (contracts/interfaces/IVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/0.8.7

Pragma version"®.8.13 (contracts/interfaces/IWormhole.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/0.8.7

501c-8.8.16 is not Tecommended for deployment

Reference: https://github.com/crytic/slither/wiki/Detect ionsincor: i idity

Low level call in Multicall.multicall(bytes(]) (contracts/external/Multicall.sol#9-27):
- (success,result) = address(this).delegatecall(datalil) (contracts/external/Multicall.sol#12)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#low-level-s

L1Vault (contracts/ethereun/L1Vault.sol#16-163) should inherit from TLIVault (contracts/interfaces/IVault.sol#4—6)

Reference: https://github.com/erytic/slither/wiki/Detector-Documentation#missing-inheritance

Variable BaseVault.swapWithdrawalQueueIndexes(uint256,uint256).newStrategyl (contracts/BaseVault.sol#131) is too similar to BaseVault. swapwnhdnwalaueuelr\uexes(umtzss uint256).newStrategy2 (contracts/BaseVault.so

12) is too similar to Constants.L2_FUND_TRANSFER_REPORT (contracts/Constants.sol#?

ion#variabl

Vvariable Constants.L1_FUND_TRANSFER_REPORT (contracts/Constants.sol#:
co-similar

Reference: https://github.com/crytic/slither/wiki/Detect:

BaseStrategy (contracts/BaseStrategy.sol#9-48) does not implement functions
ba: 1#25)

- BaseStrategy.divest(uint256) (contracts/BaseStrategy.sol#36)
- BaseStrategy.invest(uint256) (contracts/BaseStrategy.sol#30)

- BaseStrategy. totallockedValue() (contracts/BaseStrategy.sol
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#uninplemented-functions
BridgeEscron.vaulthonce (contracts/BridgeEscrow.sol#19) should be constant

abl 1

Reference: https://github.com/crytic/slither/wiki

asset() should be declared externals
- BaseVault.asset() (contracts/BaseVault.sol#33-35)
initialize(address,ERC20, address,BridgeEscrow, IRootChainManager, address) should be declared exter:
ERC28, address, BridgeE TRootChainManager, address) (contracts/ethereun/L1Vault.sol#31-44)

Wault.initial
multicall(bytes[]) should be declared external:
- Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27.

https://github.com/crytic/slither /wiki/Detector-Documentation#public-function-that-could-be-declared-external

Reference

src/ethereum/L1WormholeRouter. sol

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has delegatecall inside a loop in a payable fun:
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation/#payable-functions-using-delegatecall-inside-a-loop

call.sol#12

= is).delegatecall(datali]) (contracts/external/Mul

on: (success,result) = address(th

seStrategy.vault (contracts/BaseStrategy.sol#13) is never initialized. It is used in:
- BaseStrategy.sweep(ERC26) (contracts/BaseStrategy.sol#43-47)

eStrategy.asset (contracts/BaseStrategy.sol#21) is never initialized. It is used in:

BaseStrategy.sweep(ERC20) (contracts/BaseStrategy.sol#43-47)

//github.com/crytic/slither/wiki/Detector-Docunentationsunini tialized-stat

Reference: https
BaseVault.rebalance() (contracts/BaseVault.sol#549-590) uses a dangerous strict equality:

- amountToInvest == @ (contracts/BaseVault.sol#584)
Reference: https://github.com/erytic/slither/wiki/Detector-Documentationsdangerous-strict-equalities

Reentrancy in BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sel#so7-462)

External calls:
- balanceThisHarvest = strategy. \ahanck-d\l-lu-() (contracts/BaseVault.sol#432)
State variables written after the call(s!

- strategies[strategy].balance bnl-nclTh)lH-rvnt (contracts/BaseVault.sol#435)

Reentrancy in L1Vault.sendTVL() (contracts/ethereum/L1Vault.sol#63-75

External calls:
- LiWormholeRouter (wormholeRouter).reportTVL{tvl, received) (contracts/ethereun/L1Vault.sol#67)
State variables written after the call(s):

ved = false (contracts/ethereum/L1Vault.so1#72)

- re
Reference: https://github.com/crytic/slither/wiki

) BaseVault.sol#219) is a local variable never initialized
18) is a local variable never initialized

lnerabilities-1

ionsreentrancy

BaseVault rganizewi B et (
BaseVault.harvest(BaseStrategy(]). Laiolntarithoerund (conttacts) basavaut. solp
BaseVault.rebalance().amountsToInvest (contracts/BaseVault.sol#556) is a local variable never initializes
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#uninitialized-local-variables

BaseVault.rebalance() (contracts/BaseVault.sol#549-590) ignores return value by strategy.divest(currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#567)
i ublishMessage(uint3z(sequence),payload, consistencyLevel) (contracts/ethereun/LiWormholeRout

LiwornholeRouter . reportTVL (uint256, bool) (contracts/ethereun/L1WornholeRouter.so1#29-38) ignores Teturn value by wormh
LiWornholeRouter . reportTransferredFund(uint256) (contracts/ethereun/L1WornholeRouter.so1#48-46) ignores return value by wormhole.publishMessage(uint32(seauence),payload,consistencylevel) (contracts/ethereun/L1dornh
Reference: https://github.com/erytic/slither/wiki/Detector-Documentationsunused-return

BridgeEscron. cnns(zut(n!(addz:ss) owner (contracts/BridgeEscrow.sol#28) lacks a zero-check on :
mner Acunuacu/szmuezscnw s0l#29
bridgeEscron. initialize (adivess, TRootCh ). _vault (.

TS VaULE (cantracts/BridgeEscron.sol435)

au
mholeRouter = BaseVault(_vault).wormholeRouter() (contracts/BridgeEscrow.sol#:
_governance (contracts/BaseVault.sel#37) lacks a zero-check on :

BridgeE: 501#32) lacks a on

BaseVault.basoTnitialize (address, ERC28, address, BridgeEscron)
ernance (contracts/Basevault.sol#42)
BaseVault. baselnuulxze(adnuss ERC2@, address, ._wormholeRouter ( BaseVault.sol#37) lacks a zero-check on :
— wormholeRouter _wormholeRouter (contracts/BaseVault.sol#4d)
L1vault. )nlt)al)zsladd!ess,ERCZﬂ,addlsss,E!)dEnEscluw,IRnutCha)nNanaﬂeI,add!nss) _predicate (contracts/ethereum/L1Vault.sol#37) lacks a zero-check on
icate (contracts/ethereun/L1Vault.solds3)
_otherLayerRouter (contracts/ethereum/LiWormholeRouter.sol#18) lacks a zero-check on :

icate =

LiWornholeRouter . initialize (IWormhole, L1Vault,address, uint1s).
-0 = _otherl ethereun/LivormholeRouter . sol#25)
iongmissi idation

https://github.com/crytic/slither /wiki

Reference:

BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271) has external calls inside a loop: amountWithdrawn = strategy.divest(type()(uint256).max) (contracts/BaseVault.sol#257)
BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#487-462) has external calls inside a loop: balanceThisHarvest = strategy.totallockedValue() (contracts/BaseVault.sol#
BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has external calls inside a loop: amountToInvest = Math.min(amountToInvest, asset.balanceOf(address(this))) (contracts/BaseVault.sol#563)
BaseVault.rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a loop: strategy_scope_1.invest(amountToInvest) {contracts/BaseVault.sol

BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has external calls inside a loop: currStrategyTVL = strategy.totallockedValue() (centzacts/BaseVault.sol#565)

BaseVault.rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a loop: strategy.divest(currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sel#567
Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has external calls inside a loop: (success,result) = address(this).delegatecall(data[i]) (contracts/external/Multicall.sol#12)
Reference: https://github.com/erytic/slither/wiki/Detector-Documentation/#calls—inside-a-lo

in BaseVault. )¢ BaseVault.sol#240-271):
External calls:
- amountWithdrawn = strategy.divest(type()(uint256).max) (contracts/BaseVault.sol#257)
State variables written after the call(s):
- maxLockedProfit += oldBal - amountWithdrawn (contracts/Basevault.sol#267)
- totalStrategyHoldings —= oldBal (contracts/BaseVault.sol#269)
Reentrancy in BaseVault.withdrawFromStrategy(BaseStrategy,uint256) (contracts/BaseVault.sol#362-376):

xternal calls:
~ amountWithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)

State variables written after the call(s):
- strategies[strategy].balance —= amountWithdzawn (centracts/BaseVault.sol#366)
1)

- totalStrategyHoldings -= amountWithdrawn (contracts/BaseVault.sol#d
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https: //github. con/crytic/slither/wiki/Detector-Docunentationsreentrancy-vulnerabilities-

Reference

Reentraney in L1Vault._transferFundsTolL2(uint256) (contracts/ethereun/L1Vault.sol#88-95):
External calls
- chainManager.depositFor (address(bridgeEscrow),address(_asset), abi.encodePacked(amount)) (contncts/nheuum/Ll‘/aul( s0L#90)
- L1WormholeRouter (wormholeRouter). reportTransferredfund (amount) (contracts/ethereun/L1Vault.sol#93)
Event emitted after the call(s):
~ FundTransferToL2(amount) (contracts/ethereun/L1Vault.sol#94)

Reentrancy in BaseVault.depositIntoStrategy(BaseStrategy,uint256) (contracts/BaseVault.sol#323-339):

xternal calls:
- strategy.invest(tokenAmount) (contracts/BaseVault.sol#337)
Event emitted after the call(s):
- StrategyDeposit(strategy, tokenAmount) (contracts/BaseVault.sol#338
Reentrancy in L1Vault.processFundRequest(uint256) (contracts/ethereun/L1Vault.sol#78-83):
xternal calls:
liquidate(anountRequested) (contracts/ethereun/L1Vault.sol#8e)
— amountWithdrawn = strategy.divest(tokenAmeunt) (contracts/BaseVault.sol#364)
- _transferfundsToL2(amountToSend) (contracts/ethereun/L1Vault.sol#82)
inManager .depos i tFor(address (bridgeEscrow) , address(_asset),abi.encodePacked(amount)) (contracts/ethereun/L1Vault.sol#98)

- cha:
LiWormholeRouter (wormholeRouter) . reportTransferredFund(amount) (contracts/ethereun/L1vault.sols

Event emitted after the call(s):
- FundTzansferToL2(amount) (contracts/ethereun/L1Vault.sol#94)
- ferfundsTolL2(amountToSend) (contracts/ethereun/L1Vault.sol#82)
Reentrancy in LiWormholeRouter.receiveFunds(bytes,bytes) (contracts/ethereum/LiWormholeRouter.s0l#56-62)

External calls:
- vault.bridgeEscrow().11ClearFund{amount data) (contracts/ethereun/LiWormholeRouter.sol#68)

Event omitted after the call(s):
- TransferFromL2(amount) (contracts/ethereun/LiWormholeRouter.sol#61)
Reentzancy in L1Vault.sendTVL() (centracts/ethereum/L1Vault.sol#63-75)
External calls:
- LiWormholeRouter (wormholeRouter).reportTVL{tv1, received) (contracts/ethereun/LiVault.sol#67)
Event emitted after the call(s):
- SemﬂVL(tvl) Acunm,cts/etneuum/mnult s01474)
,uint256) (contracts/B: 1t.501#362-376)

External calls
O amaunthl thdzann =
Event emitted after the call(s):

Tategywithdrawal(strategy, amountiithdrann) (contracts/BaseVault.sol#374)

Reference: https://github.con/crytic/slither/wiki/!

strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)

Inerabilities-3

BaseVault. haxvest(BaseStrategy[]) (contracts/BaseVault.sol#487-462) uses timestamp for comparisons
ngerous eomparisons:
O enuire(baot. atring) (block. tinestamp >= lastarvest + lockTnterval, PROFIT_UNLOCKING) (contracts/BaseVault. sol#ids)
BaseVault. lockedProfit() (contracts/BaseVault.sol#468-475) uses timestamp for comparisons
ngerous comparisons:
- block.timestanp >= lastHarvest + lockInterval (contracts/BaseVault.sol#469)
Reference: https://github.com/crytie/slither/wiki/Detector-Documentation#block-tinestanp

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) uses assembly
- INLINE ASM {contracts/external/Multicall.sol#19-21
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#assembly-usage

BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271) has costly operations inside a loop:
- stratInfo.tviBps (contracts/BaseVault.scl#248)
BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271) has costly operations inside a loop
- totalStrategyHoldings — oldBal (contracts/BaseVault.sol#259)
BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#268-271) has costly operations inside a loop
- maxLockedProfit += oldBal - amountWithdramn (contracts/BaseVault.sol#267)
Basevault. updatestutegyﬂ]1ucatiung(!asesl!at!gv[] uint256[]) (contracts/BaseVault.sol#278-297) has costly operations inside a loop:
- totalBps -= oldBps (contracts/BaseVault.so1#293)
BaseVault. 1r\cuasﬂvLBps(uxm256D (contracts/BaseVault.sol#286-218) has costly operations inside a loop:
- Bps = newTotalBps (contracts/BaseVault.sol#269)
mtps-Nuuhub.mm/czync/shth"/mki/ueucmr—nacummmunumstly—uuumans—msme a-loop

Reference

L1Vault. msgData() (contracts/ethereun/L1Vault.sol#58-52) is never used and should be removed
https://github.con/crytic/slither/wiki/Detector-Docunentation#dead-code

Reference
Pragma version®0.8.13 (contracts/AffineBovernable.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7
Pragma versionn0.8.13 (contracts/BaseStrategy.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/0.7.6/.8.7

Pragma version®0.8.13 (contracts/BaseVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/0.7.6/8.8.7

Pragma versionn0.8.13 (contracts/BridgeEscrow.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/0.7.6/0.8.7

Pragma version"®.8.10 (contracts/Constants.sol#2) necessitates a version too recent to be trusted. Consider deploying with ©.6.12/0.7.6/6.8.7

Pragma version®®.8.13 (contracts/MormholeRouter.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/0.8.7

Pragma version"®.8.13 (contracts/ethereun/L1Vault.sol#2) necessitates a version too recent to be trusted. Consider deploying with ©.6.12/0.7.6/8.8.7

Pragma version*d.8.16 (contracts/ethereun/L1WormholeRouter.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6. ufa 7. 5/a 8.7
Pragma versionn0.8.13 (contracts/external/Multicall.sol#4) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/6.7.6/0.

Pragma version"e.8.13 (contracts/interfaces/IRootChainManager.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6. u/a 7.6/0.8.7
Pragma version"®.8.13 (contracts/interfaces/IVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 9.6.12/0.7.6/0.8.7

Pragma version"®.8.13 (contracts/interfaces/Iwormhole.sol#2) necessitates a version too recent to be trusted. Consider deploying with 6.6.12/6.7.6/8.8.7
501c-8.8.16 is not reconmended for deployment

Reference: https://github.com/crytie/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

Low level call in Multicall.nulticall(bytes[]) (centracts/external/Multicall.sol#9-27):
- (success, result) = address(this).delegatecall(data[i]) (contracts/external/Multicall.sol#12)

Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#lon-level-cal

L1Vault (contracts/ethereum/L1Vault.sol#18-183) should inherit from ILiVault (contracts/interfaces/IVault.sol#4—6)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentationtmissing-inheritance
tracts/BaseVault.so

nt256, uint266) (

Variable BaseVault.swaphithdrawalQueueIndexes{uint256,uint256).nenStrategyl (contracts/BaseVault.sol#131) is too similar to BaseVault.swaphit
Variable Constants.L1_FUND_TRANSFER_REPORT (contracts/Constants.sol#12) is too similar to Constants.L2_FUND_TRANSFER_REPORT (contracts/Constants.sol#7)
Reference: https://github.con/crytic/slither/wiki/Det: ationfvariabl imilar

Basestrateay (contracts/BaseStrategy.sol#9-4s) does not implement functions:
. )« s01#25)
- BaseStrategy.divest (uint256) (tuntzacts/sasestrategy.sulusé)
- BaseStrategy.invest(uint256) (contracts/BaseStrategy.scl#38)
BaseStrategy.totallockedValue() (contracts/BaseStrategy.sol#il.
https://github.con/crytic/slither/wiki/Detector-Documentation#unimplemented-functions

Reference
BridgeEscrow.vaultNonce (contracts/BridgeEscrow.sol#19) should be constant
Reference: https://github.com/crytic/slither/wiki/Det ation#state-vari ld-be-dec:

asset() should be declared external:
- BaseVault.asset() (contracts/BaseVault.sol#33-35)
initialize(address, ERC20,address, BridgeEscrow, IRootChainManager, address) should be declared external:
ault.initialize(address, ERC28, address,BridgeEscrow, [RootChainManager, address) (contracts/ethereun/L1Vault.sol#31-44)

multicall(bytes(]) should be declared external:
Aticall.nulticall(bytes[]) (contracts/external/Multicall.sol#9-27)
i 1d-be-dec:

- Mu
Reference: https://github.con/crytic/slither/wiki. n#tpublic—f

src/external/Multicall.sol
function: (success,result) = address{this).delegatecall(datali]) (contracts/external/Multicall.sol#12

501#9-27) has delegatecall inside a loop in a payable
on/#payable-fi Legatecall-inside-a-Lloop

Multicall.multicall(bytes[]) (contracts/external/Multicall
addressithis).delegatecall(datalil) (contracts/external/Multicall.sol#12)

Reference: https://github.com/crytic/slither/wiki

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has external calls )ns)de a loop: (success,result) =
https://github.com/crytic/slither /wiki/Detector-Documentation/#ealls—inside-a-loo|

Reference

Multicall. multxcall(byus[]b (contracts/external/Multicall.sol#9-27) uses assembly
ASM (contracts/external/Multicall.sol#19-21)

Reference Mtps #github.com/crytic/slither/wiki/Detector-Documentation#assenbly-usage

Pragma version”.8.13 (contracts/external/Multicall.sol#4) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7

s0lc-8.8.16 is not recommended for deployment
ion#incor: i idity

- (success, Tesult) dress (this).delegatecall(data[i]) (contracts/external/Multicall.sol#12)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#low-level-calls

multicall(bytes[]) should be declared external:
icall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27)
on#public—functi; 1 1

- Mu.

Reference: https://github.com/crytic/slither/wiki

src/polygon/Detailed. sol

ragma version"8.8.13 (contracts/polygon/Detailed.so1#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7

501c-8.8.16 is not recommended for deploymen
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity
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src/polygon/EmergencyW1thdrawalQueue.sol
(contracts/external/Multicall.sol#%-27) has delegatecall m ide a loop in a payable function: ess(this).delegatecall(datali]) (contracts/external/Multicall.sol#1?
etector-| mentation/#payable—fi t: 1111 L

Multicall.multicall(bytes(])
Reference: https://github.con/crytic/slither/wiki/

BaseStrategy.vault (contracts/BaseStrateny.sol#1a) is never initislized. It is used in
- BaseStrategy.sweop (ERC20) (contracts/BaseStrategy.s
BaseStrategy.asset (contracts/BaseStratepy.sol#21) is never
aseStrategy. sweep(ERC20) (contracts/BaseStrategy.sol#4d-47)
#/github.con/crytic/slither/wiki/Detector-Docunentationsuninitialized-state-variables

Reference: https
L2Vault._assessFees() (contracts/polygen/L2Vault.sol#62-73) performs a multiplication on the result of a division:
“feesBps = (duration * managementFee) / SECS_PER_YEAR (contracts/polygon/L2Vault.sol#66)
-numSharesToMint = (feesBps + totalSupply()) / MAX_BPS (contracts/polygon/L2Vault.sol#s7)

//github.con/crytic/slither/wiki/Detector-Documentation#divide-before-nultiply

Reference
Lavault .u.urm() (contracts/polygon/L2vault.sol#62-73) uses a dangerous striet equality:
mSharesToMint == @ (contracts/polygon/L2Vault.sol#69)
LaVault._conver<ToAssets(uint25é, L2VauLe. Rounding) (cnmncnlnnlynnr\/Lleult 50l#361-373) uses a dangerous strict equality:
= totalShares == 6 (contracts/polygon/L2Vault.s014363)
LaVault cnnvlrtTnSh-nl(ulntZEé L2Vault.Rounding) (mmtr.ct.lnnlynnn/uv.ult..nlnsm 353) uses a dangerous strict equality:
~ totalShares == @ (contracts/polygon/L2Vault.sol43,
Basevault.rebalance() (contracts/BaseVault.sol#549-596) uses a dangerous strict equality:
- amountToInvest == @ (contracts/BaseVault.sol#584)
LaVault.receiveTVL (uint25e, bool) (contracts/polygon/L2Vault.sol#e77-506) uses a dangerous strict equality:
elta == 8 (contracts/polygon/L2Vault.sol#502)
https://github.com/crytie/slither/wiki/Detector-Docunentation#dangerous-strict-equalities

thdrawalQueue. sol#79-94)

eference
lQ de 0« pol;

iver,withdrawalRequest.omner) (contracts/polygon/EmergencyWithdranalQueue.sol#85-87)

in
External calls:
thdrawa: r,withdrawalRequest.shares, withdrawalRequest. r

State variables written after the call(s):
dPtr += 1 (contracts/polygon/EmergencywithdrawalQueue. so149
ntrancy in Bassvault.harvest(Basestzategyl]) (contracts,/Basevault. 5910W7462).

xternal calls:
- balanceThisHarvest = strategy.totallockedValue() (contracts/BaseVault.sol#432)
State variables written after the call(

trategies[strategy].bal. balanceThisHarvest (contracts/BaseVault.sol#435)

Reference: https://github.con/crytic/slither/wiki/l Lnerabilities-1

BaseVault.rebalance().amountsToInvest (contracts/BaseVault.sol#556) is a local variable never initialized
L2Vault._computeRebalance().invest (contracts/polygon/L2Vault.sol#516) is a local variable never initialize
BaseVault.harvest(BaseStrategy[]).totalProfitAccrued (contracts/BaseVault.sol#418) is a local variable never initialized
BaseVault. organizeWithdrawalQueue().offset (contracts/BaseVault.sol#219) is a local variable never initialized
https://github.con/crytic/slither/wiki/Detector-Documentation#uninitialized-local-variables
gy .divest (currStrategyTVL — idealStrategyTVL) (contracts/BaseVault.sel#567)
ublishMessage (uint32(sequence) ,payload,c

Reference

BaseVault.rebalance() (contracts/BaseVault.sol#540-598) ignores return value by str

L2WormholeRouter. reportTransterredFund(uint256) (contracts/polygon/L2WormholeRouter.sol#29-34) ignores return value by wo: onsistencylevel) (contracts/polygon/L2rormhol
L2WormholeRouter. requestFunds (uint266) (contracts/polygon/L2WormholeRouter.sol#36-41) ignores retuzn value by wormhele.publishMessage(uint32({sequence),payload,consistencylevel) (contracts/polygen/L2WormholeRouter.s

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unused-retus

BaseVault.baseInitialize(address,ERC20, address,BridgeEscrow) (contracts/BaseVault.sol#37-54) should emit an event for:
- governance = _governance (contracts/BaseVault.sol#42

Reference: https://github.com/crytie/slither/wiki/l i 1

L2Vault.setManagementFee(uint?56) (contracts/polygon/L2Vault.sol#54-56) should emit an event for:
nagementFee = feeBps (contracts/polygon/L2Vault.sel#s5)
L2vault.setwithdrawalFee(uint256) (contracts/polygon/L2Vault.sol#56-60) should emit an event for
- withdrawalFee = feeBps (contracts/polygon/L2Vault.sol#59)
L2vault.initialize(address,ERC20, address, BridgeEscrow, EnergencywithdrawalQueue, address, uint256,uint266, uint256[2]) (contracts/polygon/L2Vault.sol#83-118) should emit an event for

11Ratio (contracts/polygon/L2Vault.sol#100)

- l1Ratio = _
- 12Ratio = _12Ratio (contracts/polygon/L2Vault.sol#101)
- withdramalFee = fees[@] (contracts/polygon/L2Vault.sol#108)

- managementFee = fees[1] (contracts/polygon/L2Vault.sol#109)
L2Vault.setLayerRatios (uint256,uint256) (contracts/polygon/L2Vault.sol#ai9-452) should emit an event for:

- l1Ratio = _11Ratio (contracts/polygon/L2Vault.sol#450)

- 12Ratis 2Ratic (contracts/pelygon/L2Vault.sol#451)
L2Vault.receiveTVL (uint256,bool) (contracts/polygon/L2Vault.sol#477-506) should emit an event for:
lockedTVL() + totalProfit (contracts/polygon/L2Vault.sol#497)

- maxLockedTVL =
- L1Totallockedvalue = tvl (contracts/polygon/L2Vault.sol#99)
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#nissing-events-arithmetic
E!iﬂg:iscruw.:uns(xu:(ur(addx:s&) _owner (contracts/Bri 1428) lacks a on :
wner (contracts/BridgeEscrow.sol#29)
vault (contracts/BridgeE $01#32) lacks a on

BridgeEserow. 1n)(12]11:(address IRuu(Cha)nManagez)
t (contracts/BridgeEscrow.sol435)
- wormholeR H(ez - _vault)
BaseVault.baseInitialize(address,ERC20, address, BridgeEscrow)._governance (contracts/BaseVault.sol#37) lacks a zero-check on :
governa Tnance (contracts/BaseVault.sol#42)
Basevault. bas!ImUal)ze(addzess ERC20, address, BridgeEscrow) . _wormholeRouter (contracts/BaseVault.sol#37) lacks a zero-cheek on :
rmholeRouter = _wornholeRouter (contracts/BaseVault.sol#4d)
LowormholeRoutor. initia1i%e (TWornhole, Lavaue, addross, uint16)._otherLayerRouter (contracts/polygon/L2WormholeRouter.sol#18) lacks a zero-check on
— otherLayerRouter = erLayerRouter (contracts/polygon/LzWormholeRouter.s0l425
Reference: https://github. com/czyuc/slnhu/w:\kx on#missing Lidatien
i h(uint256) (cuntzacts/pulyunn/Emammcywnhuzauamueua.suww 128) has external calls inside a loop: = vault. thdrawalQueue(ptr,wi
.owner) (contracts/polygon/EmergencyWithdrawalQueue. sol#1
BaseVault. umves(zaugy(sases(zazegy) (Cuntracts/ﬁase\/aul( sotszis- 271) has external calls inside a loop: amountWithdrawn = strategy.divest(type()(uint256).max) (contracts/BaseVault.sol#257)
= strategy.totallockedvalue() (contracts/Basevault.sol#432

BaseVault.harvest( 01#407-462) has external calls inside a loop: balanceThisHarvest =
BaseVault.rebalance () (cuntrac(s/ﬁasevau]( 501#549-599) has external calls inside a loop: amountToInwest = Math.min(amountToInvest, asset.balanceof (address(this))) (contracts/BaseVault.sol#583)
BaseVault,rebalance() (contracte/BaseVault.sol#5i9-590) has external calle inside a loap: strateay scope_1.invost(anountToInvast) (contraste/Basevauit.sols

BaseVault.rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a loop: currStrategyTVL = strategy.totallockedvalue() (contracts/BaseVault.sol#565)

BaseVault.rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a loop: strategy.divest(currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#567
Multicall.multieall(bytes[]) (contracts/external/Multicall.sol#9-27) has external calls inside a loop: (success,result) = address(this).delegatecall(data[il) (contracts/external/Multicall.sol#12)
tps://github.com/crytic/slither /wiki/Detector-Documentation/#calls-inside-a-loop

Reference

Reentrancy in L2Vault._L1l2Rebalance(bool,uint266) (contracts/polygon/L2Vault.sol#527-538)
Exteznal calls:
liquidate(amount) (contracts/polygon/L2Vault.sole531)
strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)
)

— amountWithdrawn =
transferToL1(amountToSend) (contracts/polygon/L2Vault.sol#s

~ bridgeEscrow. 12withdraw(amount) (centracts/polygon/L2vault.soldss:

~ L2WormholeRouter (wormholeRouter).reportTransferredFund(amount) (contracts/polygon/L2Vault.sol#552)

State variables written after the call(s):
transferTolL1(amountToSend) (contracts/polygon/L2Vault.sol#533)

~ canTransferTol1 = false (contracts/polygon/L2Vault.sel#548)
Reentrancy in L2Vault._ divestFroml1{uint256) (contracts/polygon/L2Vault.sol#557-561):

xternal calls
- L er leRouter).reql
State variables written after the call(s):
- canRequestFroml1 = false (contracts/polygon/L2Vault.sol#559)
Reentrancy in L2Vault._transferTol1{uint256) (contracts/polygon/L2Vault.sol#540-553):

External calls:

- bridgeEscrow. 12¥ithdraw(amount) (contracts/polygon/L2Vault.sol#543)

State variables written after the call(s):

- UTotallockedValue += amount (contracts/polygon/L2vault.solusas)

- canTransferToll = false (contracts/polygen/L2Vault.sol#548)
Reentraney in BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#248-271):

(amount) (contracts/polygon/L2Vault.s0l#558)

External calls:
- amountWithdrawn = strategy.divest(type()(uint256).max) (contracts/BaseVault.sol#257)
State variables written after the call(s):
- maxLockedProfit Bal - amountWithdrawn (contracts/BaseVault.sol#267)
- totalstrategyHoldings 1dBal (contracts/BaseVault.sol#259

Reentrancy in BaseVault.withdrawFromStrategy(BaseStrateay,uint256) (contracts/BaseVault.sol#362-376)

- amountWithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)

State variables written after the call(s):

- strategies[strategy].balance —= amountwithdrawn Acanua:u/saswauu 501#366)
seVault.sol#371)

Ntps://giehub- conferytic/oLither wiki/Detec tor-Docunentationsroentrancy-vulnerabilitios-2

Reference
Reentraney in L2Vault._L1l2Rebalance(bool,uint256) (contracts/pelygon/L2Vault.scl#527-538)
xternal calls
_liquidate(amount) (contracts/polygon/L2Vault.sol#531)
amountwithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)
transferToll(amountToSend) (contzacts/polygon/L2Vault.sol#533)
~ bridgeEscrow.12Withdraw(amount) (contracts/polygon/L2Vault.sol#543)
- L2WormholeRouter (wormholeRouter) . reportTransferredFund (amount) (contracts/palygon/L2Vault.sol#552)

Event emitted after the call(s):
- TransferToL1(amount) (contracts/polygon/L2vault.soléses)

— _transferToLl(amountToSend) (contracts/polygon/L2Vault.sol#533)
Reentrancy in L2Vault._divestFromLi(uint256) (contracts/polygon/L2Vault.sol#557-561):
Entelnal calls

loReuter).req (amount) (contracts/polygon/L2Vault.sol#558)

Event nitted after the call(s):
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- RequestFromL1(amount) (contracts/polygon/L2Vault.sol#568)
Reentrancy in L2Vault._transferTol1(uint256) (contracts/polygon/L2Vault.sol#548-553)
External calls:
- bridgeEscrow.12Withdran(amount) (contracts/polygon/L2Vault.sol#543)
Event emitted after the call(s):
TansferTol1(amount) (contracts/polygon/L2Vault.sol#5as)
Reentrancy in BaseVault.deposi t256) 1t.501#323-339):

xternal calls:
- strategy.invest(tokenAmount) (contracts/BaseVault.sol#337)

Event emitted after the call(s):
— StrategyDeposit(strategy, tokenAmount) (contracts/BaseVault.sol#338)
14 d () (contracts/polygon/| S01#79-04) ¢
External calls:
- = vault. thd: LQu (headPtx, withd: 1R t.shares,withd: 1R t ver, withd: LR t.ownex) ( 't ts/polygon/| sol#85-87)
Event emitted after the call(s):
- ithdrawe r,withdrawalRequest.owner,withdrawalRequest.receiver,withdrawalRequest.shares) (contracts/polygon/EmergencywithdrawalQueue.sol#89-91)
Reentraney in ithdrawalq 256) (contracts/polygon/EmergeneyithdrawalQueus.sol#97-120) :

External calls:
thdrawalQueue (ptr,withdrawalRequest.shares,withdrawalRequest.receiver,withdrawalRequest.owner) (contracts/polygon/EmezgencyithdrawalQueue. sol#106-108)

vault.

Event emitted after the call(s):
hdrawa. withdrawalRequest .omner, withdrawalRequest .receiver,withdrawalRequest.shares) (contracts/polygon/EmergencyhiithdranalQueue. s01#118-112)

Reentrancy in L2WormholeRouter.receiveFunds(bytes) (contracts/polygon/L2WormholeRouter.sol#45-56

External calls:
~ vault.bridgeEscrow().12ClearFund(amount) (contracts/polygen/L2WormholeRouter.sol#5s)

Event emitted after the call(s):
- TransferfronLl(amount) (contracts/polygon/L2WormholeRouter. sol#55
Reentrancy in BaseVault.withdrawFromStrategy(BaseStrategy,uint256) (contracts/BaseVault.sol#362-376):

External calls:
~ amountWithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)

Event emitted after the call(s):
BaseVault.sol#374)

- thdrawal(strategy,
Reference: https://github.con/crytic/slither/wiki/ ion#reent ilities-3
BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#487-462) uses timestamp for comparisans

Dangerous comparisons:

re(bool,string) (block. timestamp >= lastHarvest + loekInterval,PROFIT_UNLOCKING) (contracts/BaseVault.sol#489)

req

Ense\/ault luck:dPrufllU (contracts/BaseVault.sol#468-475) uses timestamp for comparisons

Dangerous comparisons:

- block. timestamp >= lastHarvest + lockInterval (contracts/BaseVault.sol#469)
EmergencyWithdrawalQueue.dequeue() (contracts/polygon/EmergencyWithdrawalQueue.sol#79-94) uses timestamp for comparisons

Dangerous comparisons:

— redeemedAssetAmount > @ (contracts/polygon/EmergencyhithdrawalQueue.sol#8
L2Vault._assessFoes() (contracts/polygon/L2Vault.sol#é2-73) uses timestamp for comparisons

ngerous comparisans
- numSharesToMint == @ (contracts/polygon/L2Vault.sol#69)
L2Vault. redeenByEmergencywithdrawalQueue (uint256,uint256, address, address) (contracts/polygon/L2Vault.sol#209-236) uses timestanp for comparisons

Dangerous comparisons
~ balanceOf (owner) € shares (contracts/polygon/L2Vault.sol#218)
L2Vault.redeem(uint256,address,address) (contracts/polygon/L2Vault.sol#239-274) uses timestamp for comparisons
ngerous comparisons:
- require(bool, string) (shares + i balanceof(owner), Not enough share available in owners balance) (contracts/polygon/L2Vault.sol#248-243)
L2Vault. thd: (uint25 address) (
Dangerous comparisons:

- require(bool, string) (shares + it
LaVaut.._convartToShares (uint25e, Lavaul - Rounding) (cunt!acts/pulygun/lz\lault $01#360-353) uses timestamp for comparisen

<
Pvlyﬂwn/LEVﬂul( 50l#277-317) uses timestamp for comparisens

it
balance0f (owner), Not enough share available in owners balance) (contracts/polygon/L2Vault.sol#283-286)

Dangerous comparisons:
- totalShares == @ (contracts/polygon/L2Vault.sol#344)
L2Vault._convertToAssets{uint256,L2Vault.Rounding) (contracts/polygon/L2Vault.sol#361-373) uses timestamp for comparisons

Dangerous comparisons:
- totalShares == 8 (eontracts/polygon/L2Vault.sol#363)
L2Vault.lockedTVLL) (contracts/polygon/L2Vault.sol#468-475) uses timestamp for comparisons

Dangerous comparisons:
- block.timestamp >= lastTVilUpdate + lockInterval (contracts/polygon/Lzvault.sol#469)
L2Vault.detailedPrice() (contracts/polygon/L2Vault.sol#580-584) uses timestamp for comparisons
ngerous comparisons:
- totalSupply() > @ (contracts/polygon/L2Vault.sol#582)
Reference: https://github.con/crytie/slither/wiki/Detector-Documentation#block—tinestamp

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) uses assembly
- INLINE ASM (contracts/external/Multicall.sol#19-21)

Reference: https://github.con/crytic/slither/niki/
(uint256) (contracts/pelygon/EmergeneyWithdrawalQueue.sol#97-128) has costly operations inside a loop:

ithdrawald
- delete queelptr] (contracts/polygon/EnergencylithdranalQuee. 014103
B, ( €. ) has eostly inside a loop:
- totalBps —= stratInfo.tviBps A:untmcts/saswauu s0l#248)
B, ) ts/BaseVau ) has costly inside a loop:

- totalstrategyHoldings —= u]a!al (ccntracts/!asevau]t.saanEii
BaseVault.removeStrategy (BaseStrategy) (contracts/BaseVault.sol#248-271) has costly operations inside a loop:

— maxLockedProfit += oldBal — amountWithdrawn (contracts/BaseVault.sol#267)
BaseVault.updateStrategyAllocations(BaseStrategy[],uint256[1) (contracts/BaseVault.sol#278-297) has costly operations inside a loo
- totalbps —= oldBps (contracts/BaseVault.sol#293)

increaseTVLBps (uint256) (contracts/BaseVault.sol#206-218) has costly operations inside a loop:

Basevault._i
- totalbps = nenTotalbps (contracts/BaseVault.sol#2!
https://github.con/crytie/slither/wiki/Detector-Docunentation#eostly-operations-inside-a-loop

Reference:
BaseVault._assessFees() (contracts/BaseVault.sol#531) is never used and should be removed
L2Vault._msgbata() (contracts/polygon/L2Vault.sol#122-129) is never used and should be removed

Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#dead-code

Pragna version®d.8.13 (contracts/AffineBovernable.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/0.7.6/0.8.7
Pragma version®0.8.13 (contracts/BaseStrategy.sol#2) necessitates a version too recent to be trusted. Consider deploying with .6.12/8.7.6/8.8.7
Pragna version6.8.13 (contracts/BaseVault.sold2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/0.7.6/0.8.7
Pragma versione.8.13 ( t #2) a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/0.8.7
Pragna version"e.s.1o Acuntmcts/uunstants.muz) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/0

Pragna version®®.8.13 (contracts/WormholeRouter.sol#2) necessitates a version too recent to be trusted. Consider deploying with .6.12/0.7.6/8.8.7
Pragna version"®.8.13 (contracts/external/Multicall.sol#é) necessitates a version too recent to be trusted. Consider deploying with ©.6.12/8.7.6/6.8.7
Pragna version®d.8.13 (contracts/interfaces/IERC4626.501#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/0.7.6/8.
Pragna version®0.8.13 (contracts/interfaces/IRootChainManager.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/6.8.7
Pragma version®®.8.13 (contracts/interfaces/IVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.

Pragna version®e.8.13 (contracts/interfaces/IWormhole.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/0.8.7

Pragna version”@.8.13 (contracts/polygon/Detailed.sol#2) necessitates a version too Tecent to be trusted. Consider deploying with .6.12/0.7.6/0.8.7

Pragna version®®.8.13 (contracts/palygon/! thdrawalQueue.sol#2) version too recent to be trusted. Consider deploying with 9.6.12/9.7.6/0.8.7
Pragma versionn0.8.13 (contracts/polygon/L2Vault.sol#2) necessitates a version too recent to be trusted. Consider deploying with ©.6.12/0.7.6/0.

Pragna version"0.8.18 (contracts/polygon/L2WormholeRouter.s01#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/6.7.6/8.8.7

s0lc-0.8.16 is not recommended for deployment
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

Low level call in Multicall.nulticall(bytes[]) (contracts/external/Multicall.sol#9-27):
uccess, result) = address(this).delegatecall(data(i]) (contracts/external/Multicall.sol#12)

- (s
Reference: https://github.con/crytie/slither/wiki/Detector-Documentation#low-levelc

8.7

Lavault (eontracts/polygon/L2Vault.sol#29-589) should inherit from IL2Vault (contracts/interfaces/IVault.sol#8-10)

Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#missing-inheritance

Redundant expression "receiver (contracts/polygon/L2Vault.sol#416)" inLzvault (contracts/polygon/L2Vault.sol#29-589)
Redundant expression "receiver (contracts/polygon/L2Vault.sol#428)" inl2Vault (contracts/polygon/L2Vault.sol#29-589)

Reference: https://github.com/erytie/slither/wiki/Detector-Documentationsredundant-statements
1t.50l#131) is too similar to BaseVault.swaphithdrawalQueueIndexes(uint25é,uint256) .newStrategy2 (contracts/BaseVault.so

Variable BaseVault. i nt256, uint256)
Variable Constants.L1_FUND_TRANSFER_REPORT (contracts/Constants. s01#12) is too similar to Constants.L2_FUND_TRANSFER_REPORT (contracts/Constants.sol#’
lar

Reference: https://github.con/crytic/slither/wiki/l

BaseStrategy (contracts/BaseStrategy.sol#9-48) does not implement functions:
BaseStrategy.balanceOfAsset() (contracts/BaseStrategy.sols2s)
~ BaseStrategy.divest(uint256) (contracts/BaseStrategy.sol#36)
- BaseStrategy.invest(uint256) (contracts/Basestrategy.sol#3e)
- BaseStrategy.totallockedvalue() (contracts/BaseStrategy.solss1)
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#uninplemented-functions

BridgeEscrow.vaultNonce (contracts/BridgeEscrow.s0l#19) should be constant
Reference: https://github.con/crytic/slither/wiki abl 1d-bedecl

asset() should be declared externals
- Basevault.asset() (contracts/BaseVault.sol#33-35)
~ L2Vault.asset()} (contracts/polygon/L2Vault.sol#149-151)
multicall(bytes(]) should be declared external:
ulticall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27)

Linkvault(L2Vault) should be declared external:
- EmergencywithdrawalQueue.1inkvault(L2vault) (contracts/polygon/EmergencywithdrawalQueue.sol#48-57)
totalDebt() should be declared external:
EnergencyithdrawalQuaus. totaldabt () (contracts/polygon/Enargencywithdranaldusus. soluss-s
malQueue, address, uint256,uint256, uint256(2]) should be declared exte

i Bri i thdran
Vet initralive (adaross, ERCTe, sddrose. BridgeEscron, Enezgencyil tharans usle, addess, uint256, int28e  uint256(2]) (controcts/polygon/(2Vault . soL483-110)

initial
convertToShares{uint256) should be declared extern:
- L2Vault.convertToShares(uint256) (camucts/nalyaan/l.zvault 501#335-337)

convertToassets(uint256) should be declared exte
- ult.convertToAssets(uint266) (cnntracts/nnlyﬂun/L2Vau1t.501#355 358)
previewRedeem(uint256) should be declared external:
- ult.previewRedeem(uint256) (contracts/polygon/L2Vault.sol#391-393)
maxDeposit(address) should be declared external:
ult.maxDeposit(address) (contracts/polygen/L2Vault.sol#413-616)

maxMint(address) should be declared exteznal:
ault.maxMint(address) (eontracts/polygon/L2Vault.sol#s19-422)

maxﬂsdesm(addxsss) should be declared extecns
ddress) ( ts/polygon/L2vault. so1#425-427)
maxHithdzam(address) shauld bo deciared externst:
L2Vault i gon/L2Vault. sol#436-432)

Reference: https://github.comfcrytic/slither/wiki/Detector-Documentationspublic—function-that-could-be-declared-external
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src/polygon/ERC4626Router.sol

Hulticall nulcicall(bytest]) (contracts/external/Multicsll.solé9-27) has delegatecall inside o loop in a paysble function: (success,result) = address(this).delegstecall(datalil) (contracts/extornalMulticall.solé12
Referance: https://github.com/crytic/slither/wiki/ on/#p ctions-usi 11-inside-a-loop

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has external calls inside a loop: (success,result) = address(this).delegatecall(data[il) (contracts/external/Multicall.sol#12)
Reference: https://github.com/crytic/slither/wiki/Detectar-Documentation/#calls-inside-a=

Multicall.milticall (bytes(]) (contracts/external/Multicall. sol#9-27) uses assembly
NLINE ASM (contracts/external/Multicall.sol#19-21)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assenbly-usage

Pragna version"@.8.13 (contracts/external/Multicall.sol#4) necessitates a version too recent to be trusted. Consider deploying with .6.12/0.7.6/0.8.7
Pragna version@.8.13 (contracte/interfaces/IERC4626. sol#2) necessitates 3 version too Tacent to be trusted. Consider deploying with 9.6.12/8.7.6/0.8.7
Pragna version’@.8.13 polygon/ #2) a version too recent to be trusted. Consider deploying with 0.6.12/8.7.6/8.8.7
Pragna version@.8.13 (canzuczupu1ygan/sncaszswaunzsau.mun necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7
501c-8.8.16 is not reconmended for deployment

Reference: https://github.com/erytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

Low level call in Multicall.multicall(bytes[]) (contracts/external/Multicall.scl#9-27):
- (success,Tesult) = address(this).delegatecall(datali]) (contracts/external/Multicall.sol#12)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#low-level-calls

multicall(bytes[]) should be declared external:
- Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27)
deposi tMax (TERC4626, address, uint256) should be declared external:
ERC4626Router . depositMax (TERC4626, address, uint256) (contracts/polygon/ERCA626Router.S01845-52)
Fedsentlax (TERC4626, address, uint256) should be declared external:
ERC4626, add: nt256) (contracts/polygon/! - 501#54-59)
approve(ERC20, address, uint256) should be declared external:
- ERC4626Router. approve (ERC20, address, uint256) (contracts/polygon/ERCA626RoUter . s01#61-63)
mint(TERC4626, address, uint256,uint266) should be declared external:
- ERC4626RouterBase.mint(IERC4626, address, uint256,uint256) (contracts/polygon/ERC4626RoutezBase.s0l#24-33)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#public-function=that-could-be-declared-external

src/polygon/ERC4626RouterBase. sol

Multicall.multicall(bytes(]) (contracts/external/Multicall.sol#9-27) has delegatecall inside a loop in a payable function: (success result) = address(this).delegatecall(datali]) (contracts/external/Multicall.sol#12)
Reference: https://github.com/crytic/slither/wiki/ J#payable—f ng-delegatecall-inside-a-loop

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has external calls inside a loop: (success,result) = address(this).delegatecall(datalil) (contracts/external/Multicall.sol#12)

Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation/#icalls-inside-a-loop

Multicsll.nulticall (bytes()) (contracts/external/Multicall. sol49-27) uses assenbly
E ASM (contracts/external/Multicall.sol#19-21)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage

Pragna versiond.8.13 (contracts/external /Multicall.sol#4) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/0.8.7
Pragna version8.8.13 (contracts/interfaces/IERC4626.50142) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/8.7.6/8.8.7
Pragna version'd.8.13 [cantracts/polygon/ERCA26RouterBase. sol#1) necessitates 3 version too recent to be trustad. Considex deploying with 0.6.12/0.7.6/0.8.7
s01c-8.8.16 is not recommended for deploym
Reference: https://github. cum/:!ytlc/sllth:z/w)kl/

idity

Low level call in Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27)
(Succens, sosuls) - sddress (this) delegatecail (datalil) (cantraces/oxtornal Mylticall . sol#12)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#low-1level-calls

sulticall(bytes(]) should be doclared external:
all.multicalllbytes[]) (contracts/external/Multicall.sol#9-27)
nint(TERCAE26, address, uint256,uint256) should be declared external:
~ ERC4626RouterBase .mint (TERC4626, address, uint 256, uint256) (contracts/polygon/ERCA626RouterBase. sol#24-33)
deposit (1ERCA26, addross, wint286,uint256) should be declared external:
ERC4626RouterBase . deposit (IERCA626, address, uint256,uint256) (contracts/polygon/ERCA626R0uterBase . 301435-44)
withdrau(IERCA626, address, uintose, uint2se) should be declared external:
- ERC4626RouterBase .withdraw(IERC4626, address, uint256, uint256) (contracts/polygon/ERCA626RouterBase. sol#46-55)
redeem(IERCA626, address, uint256, uint256) should be declared external:
- ERGUG26RouterBase. redean(IERCAG2S, address, uint25, uint256) (contracts/polygon/ERCA26RoutozBass. soldS7—66)
Reference: https://github.com/crytic/slither/wiki/l

src/polygon/Forwarder.sol

Pragna version*®.8.13 (contracts/polygon/Forwarder.sol#2) necessitates a version too recent to be trusted. Consider deploying with ©.6.12/0.7.6/0.8.7
5016-8.8.16 is not reconmended for deploymen
Reference: https://github.com/crytic/slither/wiki/Detector-Documentationsincorrect-versions—of-solidity

src/polygon/L2AAVEStrategy.sol

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has delegatecall inside a loop in a payable function: (success,result)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation/#payable-functions-using-delegatecall-inside-a-loop

address(this).delegatecall(datali]) (contracts/external/Multicall.sol#12

AffineGovernable.governance (contracts/AffineGovernable.sol#s) is never initialized. It is used in
WormholeRouter.otherLayerRouter (contracts/WormholeRouter.sel#13) is never initialized. It is used in:

- WormholeRouter._validateWormholeMessageEmitter (IWormhole.VM) (contracts/wWormholeRouter.sol#41-45)
WormholeRouter.otherLayerChainId (contracts, rmholeRouter.sol#14) is never initialized. It is used il

- WormholeRouter._validatewornholeMessagoEmitter (IHormhole. VM) (contracts/WormholeRouter.sol#t1-45)
WornholeRouter.nextValidNonce (contracts/WormholeRouter.sol#15) is never initialized. It is used in

- WormholeRouter. validateWormholeMessageEmitter(IWormhole.VM) (contracts/WormholeRouter.sol#41-45)
Reference: https://github.con/crytic/slither/wiki/Detector-Documentationfuninitialized-state-variables

BaseVault.rebalance() (contracts/BaseVault.sol#569-590) user » dangerous striet equality:
- amountToInvest (contracts/BaseVault. so1#5i

L2AAVEStrategy. I11Rur"dTnkcnchlr\t(uthSé uint256) ( polygon/L: 1#141-149) uses a dangerous strict equality:
- amountIn == @ (contracts/polygon/L2AAVEStrategy.solu142)

L2AAVEStrategy._withdrawdant(uint256) (contracts/polygon/L2AAVEStrategy.sol#122-128) uses a dangerous strict equality:
~ amount == 8 (contracts/polygon/LIAAVEStrategy.sol#123)

L2AAVEStrategy. mk.nmn.tt.ddnn,umtzsa) (contracts/palygon/L2AAVES trategy.sol#175-183) uses a d-ng-mu: strict equality:
~ amountToken == @ || address(token) 76)

eference: https://github.com/crytic/slither/wiki/Detector-Documentation#dangerous-strict-equalities

Reentrancy in BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#4@7-462):
External calls:
- balanceThisHarvest = strategy.totallockedvalue() (contracts/BaseVault.sol#432)
State variables written after the call(s!
- strategies[strategy].balanc nceThisHarvest (contracts/BaseVault.sol#4ds)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-1

BaseVault._organizewithdrawalQueue().offset (eontracts/BaseVault.sol#219) is a local variable never initialized
BaseVault.rebalance(}.amountsToInvest {contracts/BaseVault.sol#556) is a local variable never initialized
BaseVault.harvest(BaseStrategy[]).totalProfitAccrued (contracts/BaseVault.sol#418) is a local variable never initialized
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#uninitialized-local-variables

BaseVault.rebalance() (contracts/BaseVault.sol#5i9-590) ignores return value by strategy.divest(currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#567)
L2AAVEStraceny. withdzawmant (uint256) (cantracta/polygon/ ZARVES teateqy.anl#12-125) danores zeturn value by lendingpeol withdvawladdress (asset)amount  addross (this)) (contracts/polygon/L2AAVESEratogy. 5014126)
claimAndSellRewards() (eontracts/polygon/L2AAVEStrategy.sol#130-139) ignores return valus by incentivesController.cl ), type() (uint256) address (this:

e11RewardTokenForwant (uint256,uint256) (contracts/polygon/L2ZAAVEStrategy.sol#141-149) ignores return value by router.swapExactTokensForTokens(amountIn, mnnu:,q.nax.nump.mw(.ddmx(nu.nﬁnk.nl,
/polygon/L2AAVEStrategy . sol#146-148)

Reference: https://github.com/erytie/slither/wiki/Detector-Documentation#unused-return
B 1t.baseInitiali | ERC20, add) tracts/BaseVault.sol#37) lacks a zero-check on :
- governance = nu\te!nante K:untrntt&/ﬁas:\/nult s01#42)
B 1t.baseInitiali RC20, add tracts/B 1t.501#37) lacks a zero—check on :
= wormholeRouter = vm!lmu]!Ruutu (contracts/Basevault. soleas)
BridgeEscrow.constructor(address)._owner (contracts/BridgeEscrow.sol#28) lacks a zero-check on :
— owner = _owner (contracts/BridgeEserow.sol#29)

own
BridgeEscrow. initialize(address, TRootChainManager) . _vault (contracts/BridgeEscrow.soldsz) lacks a zero-check on :
— vault = _vault (contracts/BridgeEscrow.sol#35)
- wormholeRouter = BaseVault(_vault).wormholeRouter() (contracts/BridgeEscrow.sol#36)
LEAAVESklatnDY-Eanst!uctu!(ﬁase\/aulk addresi,addrcss,addlsss,add!ess,add!nss) _rewardToken (contracts/polygon/L2AAVEStrategy.sol#48) lacks a zero-check on :
rdToken = _rewardToken (contracts/polygon/L2AAVEStrategy.sol#s3)
LiAAVESt!at:ny.can&t!uctu!(ﬁase\/nult address, address, address, address,address)._wrappedNative (contracts/polygon/L2AAVEStrategy.sol#49) lacks a zero-check on :
- = ts/polygon/L! 1#64)
Reference: https://github.con/crytic/slither/wiki/Det ationsmissi lidation

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has external calls inside a loop: (success,result) = address(this).delegatecall(data[i]) (contracts/external/Multicall.sol#12)

BaseVault. mmmstntew:saustmtegyi (contracts/BaseVault.so1#246-271) has external calls inside a loop: amountWithdrawn = strategy.divest(type()(uint256).max) (contracts/BaseVault.sol#257)
t.harvest( (contracts/BaseVault.so1#487-462) has external calls inside a loop: balanceThisHarvest = strategy.totallockedValue() (contracts/BaseVault.sol#432)

BaseVault.rebalance () Acuntzacts/suwauu 501#569-596) has external calls inside a loop: amountToInvest = Math.min(amountToInvest, asset.balance0f(address(this))) (contracts/BaseVault.sol#583)

BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has external calls inside a loop: strategy_scope_l.invest(amountToInvest) (contracts/BaseVault.sol#588)

BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has external calls inside a loop: currStrategyTVL = strategy.totalleckedValue() (contracts/BaseVault.sol#565)

BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has external calls inside a loop: strategy.divest(currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#567)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation/#calls-inside-a-loop

1t (contracts/BaseVault.sol#240-271):
External calls:
- amountWithdrawn = strategy.divest(type()(uint256).max) {contracts/BaseVault.sol#257)
State variables written after the call(s):
- maxLockedProfit += oldBal — amountWithdramn (contracts/Basevault.sol#267)
- totalStrategyHoldings —= oldBal (contracts/BaseVault.sol#259)
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Reentrancy in BaseVault.withdrawFronStrategy(BaseStrategy,uint256) (contracts/BaseVault.so1#362-376):
External calls:
- amountwithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)
State variables written after the callls):
- strategies[strategy].balance —= amountwithdrawn (contracts/BaseVault.sol#366)
- totalStrategyHoldings —= amountWithdrawn (contracts/BaseVault.sol#371)
Reference: https://github.eom/erytic/slither/wiki/Deteetor-Documentation#reentrancy-vulnerabilities-2

,uint256) (contracts/BassVault. so1#323-339):

Reentrancy in BaseVault.depositl)
External calls:
~ strategy.invest(tokenAnount) (contracts/BaseVault.sol#337)
Event emitted after the call(s):
- StrategyDeposit(strategy, tokenAmount) (contracts/BaseVault.sol#338)

Reentraney in BaseVault.withdrawFromstrategy(BaseStrategy,uint256) (eontracts/BaseVault.sol#362-376)

xternal calls:
— amountWithdrawn = strategy.divest( ) BaseVault.sol#364)
Event emitted after the call(s):

Strategywithdrawal(strategy,amountWithdrawn) (contracts/BaseVault.sol#374)
https://github.con/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-3

Reference
BaseVault.harvest(BaseStratogy(]) (contracts/BaseVault.sol#487-462) uses timestamp for comparisons
ngerous comparisons:
uire(bool, string) (block. timestanp >= lastHarvest + lockInterval, PROFIT_UNLOCKING) (contracts/BaseVault.sol#409)
Basevault.lockedProfit() (contracts/Basevault.sol#te8-475) uses timestamp for compari
Dangerous comparisons:
- block.timestanp >= lastHarvest + lockInterval (contracts/BaseVault.solfaes)
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#block—tinestanp

Multicall. munmau(nyns[]» (contracts/external/Multicall.sc1#9-27) uses assembly
ASM (eontracts/external/Multicall.sol#19-21)
Reference https.//gltmm.cnm/crytlr:/sl)ther/mk)/ﬂetectur Documentation#assembly-usage
BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271) has costly operations inside a loop
- totalBps —= stratInfo.tvlBps (contracts/BaseVault.sol#248)
BaseVault.removeStrategy (BaseStrategy) (eontracts/BaseVault.sol#240-271) has costly operations inside a loop:
- totalStrategyHoldings —= oldBal (contracts/BaseVault.sol#259)
BaseVault.removeStrategy (BaseStrategy) (eontracts/BaseVault.sol#248-271) has costly operations inside a loop
- maxLockedProfit += oldBal - amountWithdrawn (contracts/BaseVault.sol#267)
BaseVault. locations( [1,uint256(1) (contracts/BaseVault. 7) has costly ions inside a loop:
- totalBps -= oldBps (contracts/BaseVault.sol#293)
BaseVault._increaseTVLBps(uint256) (contracts/BaseVault.sol#206-218) has costly operations inside a loop:
- totalBps = newTotalBps (contracts/BaseVault.sol#209)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#costly-operations-inside-a-loop

BaseVault. liquidate(uint256) (contracts/BaseVault.sol#496-525) is never used and should be removed
BaseVault.depositIntoStrategies() (contracts/BaseVault.sol#342-353) is never used and should be removed
BascVault.depositIntoStrategy(BaseStrategy, uint266) (contracts/BaseVault.sol#323-339) is never used and should be removed
BaseVault. B 1t.501#362-376) is never used and should be removed
WormholeRouter. _validateWornholeMessageEmitter(IWormhole.VM) (contracts/WormholeRouter.sol#41-45) is never used and should be removed
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#dead-code

Pragma version*.8.13 (contracts/AffineGovernable.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/0.8.7
i .6.12/0.7.6/0.8.7

Pragma version0.8.13 (contracts/BaseStrategy.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7
Pragma version®®.8.13 (contracts/BaseVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/8.7.6/6.8.7
Pragma version*®.8.13 (contracts/BridgeEscrow.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/0.8.7

Pragma version*®.8.13 (contracts/WormholeRouter.sol#2) necessitates a version too recent to be trusted. Cansider deploying with ©.6.12/8.7.6/6.8.7
Pragma version*d.8.13 (contracts/external/Multicall.sol#4) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/8.7.6/6.8.7
Consider deploying with 0.6.12/0.7.6/6.8.7

Pragma version0.8.13 (contracts/interfaces/IRootChainManager.sol#2) necessitates a version too recent to be trusted
Pragma version*d.8.13 (contracts/interfaces/TUnilikeSwapRouter.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/6.7.6/8.8.7
Pragma version0.8.13 (contracts/interfaces/IVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/6.7.6/8.8.7
Pragma version*®.8.13 (contracts/interfaces/IWormhole.sol#2) necessitates a version too recent to be trusted. Consider deploying with 6.6.12/6.7.6/0.8.7

Pragma version*@.8.13 (contracts/interfaces/aave/IAToken.5ol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/8.7.6/0.8.7

Pragma version*®.8.13 (contracts/interfaces/aave/IAaveIncentivesController.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/6.7.6/0.8.7
Pragma version*d.8.13 (contracts/interfaces/aave/IInitializableAToken.s0l#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7

Pragma version0.8.13 (contracts/interfaces/aave/ILendingPool.scl#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/8.8.7

Pragma version*d.8.13 (contracts/interfaces/aave/ILendingPoolAddressesProvider.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/0.8.7
Pragma version0.8.13 (contracts/interfaces/aave/IScaledBalanceToken.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/8.8.7

Pragma version*®.8.13 (contracts/polygon/L2AAVEStrategy.sol#2) necessitates a version too recent to be trusted. Consider deploying with 6.6.12/6.7.6/0

Pragma version*@.8.13 (lib/DataTypes.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7

s0lc-8.8.16 is not reconmended for deployment

Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#incorrect-versions-of-solidity

Low Level call in Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27)
- (success, result) = address(this).delegatecall(data[i]) (contracts/external/Multicall.sol#12)

Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#low-level-calls

Variable BaseVault.swaphithdrawalQueueIndexes(uint256, uint256) . newstrateoyl (contracts/BaseVault. suuuu is too similar to BaseVault.swapwithdrawalQueueIndexes(uint256,uint256) .newStrategy? (contracts/BaseVault.so

n#tvariable

Reference: https://github.com/crytie/slither/wiki/

Bridgek. vaultNonce (contract: 501#19) should be constant
LZAAVEStrategy.minRewardToSell (contracts/polygon/L2AAVEStrategy.sol#39) should be constant
WormholeRouter.nextValidNonce (contracts/WormholeRouter.sol#15) should be constant
WormholeRouter . otherLayerChainld (contracts/WormholeRouter.sol#14) should be eonstant

nt

vormholeRouter.otherLayerRouter (contracts/WormholeRouter.sol#13) should be consta
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#state-variables-that-could-be-declared-constant

asset() should be declared excernal:

- BaseVault.asset() (contracts/BaseVault.sol#33-35)
banlmnahu(nanss,Ewczw address, BridgeEscron) should be declared external:

- BaseVault.baselnitiali Br (contracts/BaseVault.sol#37-54)
vaultTVL() should be declared external:

- ault.vaultTVL() (contracts/BaseVault.sol#478-488)
multicall(bytes[]) should be declared extern

- icall nulticall(bytes(]) (contracts/external/Multicall.sols9-27)
totallockedValue() should be declared external:

on/L 1#155-161)

- L2AAVEStrategy. totallockedValue()
Reference: https://github. cum/cxyt)c/s])thu/w)k)/nenctnr—Dncumntatmnduuhl)c function-that-could-be-declared-external
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on: (success,result) = address(this).delegatecall(datalil)

src/polygon/L2Vault.sol

Multicall.multicall(bytes[]) (contracts/external/Multicall.sols9-27) has delegatecall inside a loop in a payable func
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation/#payable-functions-using-delegatecall-inside-a-loop
BaseStrategy.vault (contracts/BaseStrategy.sol#13) is never initialized. It is used in:

- BaseStrategy.sweep(ERC20) \cawnc::aDJS:SPNPCW‘aol#/ri 47‘
BaseStrategy.asset (contracts/BaseStrategy.sol#21) is never in

- BaseStrategy.sweep(ERC20) \cwn*nctstl}as(&*n*cw%ml?’rﬁ 47)
Reference: https://github.com/crytic/slither/niki/Detector-Docunentationsuninitialized-state-variables

assessFees() (contracts/polygon/L2Vault.sol#62-73) performs a multiplication on the result of a divisien:
“feesBps = (duration * managementFee) / SECS_PER_YEAR (contracts/polygan/L2vault.sol#66)

—nunSharesToMint = (feesBps * totalSupply()) / MAX_BPS (contracts/polygon/L2Vault.sol#é7)
https://github.com/crytic/slither/wiki/Detector-Docunentationsdivide-before-nultiply

Lavault

Reference
Lavault._assessFees() (contracts/polygon/L2Vault.sol#62-73) uses a dangerous striet equality:

= nunSharesToMint (contracts/polygon/L2Vault. s01#69)
Lavault. convertToAssets (uint25s, L2Vault . Rounding) (ccMncn/nclvacnllzvnult $01#361-373) uses a dangerous strict equality:

otalshares (contracts/polygon/L2vault. sol#363)
LaVault. convertToShares (uint256, L2Vault -Rounding) (cnnu.m/pnlygnn/lzv.m..num -353) uses a dangerous strict equality:
totalShares == @ (contracts/pelygon/L2Vault.sols:
BaseVault.rebalance() (contracts/BaseVault.sol#545-590) uses a d-ng-mus strict equality:
- amountToInvest == @ (contracts/BaseVault.sol#584)
L2vault.receiveTVL{uint266,bool) (contracts/polygon/L2Vault.sol#477-586) uses a dangerous strict equality:
© (contracts/polygon/L2Vault.sol#502)

- delta
Reference: https://github.com/erytic/slither/wiki/Detector-Documentationsdangerous-strict-equalities
in thdrawalqueue. d. O 1 1879-94) 1
External calls:
1t thdramalQueue (headPtr, withdranalR tush v ) ( pol.

(contracts/external/Multicall.sols1z

thdrawalQ s501#85-87)

state \urubln written after the call(s):
o += 1 (contracts/polygon/EmergencyWithdrawalQueue.sol#9:
Rosntrancy in BaseVault.harvest(saseSerategyl 1] (contzacts/Bssevadis. sals407-462):
xternal calls:
- balanceThisHarvest = stz
State variables written after the call(
- strategies[strategy].balance = balanceThisHarvest (cnntnctu/an-\l-ult.snllt‘ss)
nt

Reference: https://github.com/crytic/slither/wiki

.totallockedValue() (contracts/BaseVault.sol#432)

bilities-1

BaseVault.harvest(BaseStrategy[]).totalProfitAccrued (contracts/BaseVault.sol#418) is a local variable never initialized
BaseVault._organizewithdrawalQueue(}.offset (contracts/BaseVault.sol#219) is a local variable never initialized
computeRebalance().invest (contracts/polygon/L2Vault.s0l#516) is a local variable never initialized
BaseVault.rebalance().amountsToInvest (contracts/BaseVault.sol#556) is a local variable never imitialized
Reference: https://github.com/crytic/slither/wiki/Detector-Documentationéuninitialized-local-variables
BaseVault.rebalance() (contracts/BaseVault.sol#5469-590) ignores return value by strategy.divest(currStrategyTvL -
LawornholeRouter  reportTransforredFund(uint256) (cantracts/polygon/L2HarnholeRouter. sol#29-34) ignores return valuo by wnmhnl -nubluh"lu-g-(u)ntﬂ?(uﬂulnculley o
h, )

LawornholeRouter . requestFunds(uint256) (contracts/pelygon/L2WormholeRouter.so1#36-41) ignores return value by
https://github.com/crytic/slither/wiki/Detector-Docunentationfunused-retu

alStrategyTVL) (contracts/Basevault.sol#567)

Reference
Basevault.baseInitialize(address,ERC20, address,BridgeEscrow) (contracts/Basevault.sol#37-54) should enit an event for:
- g K ance (contracts/BaseVault.sol#42)
Reference: https://github.com/crytic/slither/wiki,
uint256) ( polygen/L2Vault.sol#56-56) should emit an event for:
nagementFee = feeBps (contracts/polygon/L2Vault.sol#55)

rol

iongmissing-event:

Lavault.

LaVault. soths thdzanaiFes (uint256) (contracts/polygen/L2Vault.sol#58-60) should emit an event for:
i for:

withdrawalFee = feeBps (contracts/polygon/L2Vault.sol#59)
nitializeladdress, ERC28, address, BridgeEscron, EergencywithdrawalQueue, address, uint256, uint266, uint256[21) (contracts/polygon/L2Vault.so1#83-110) should emit an event

11Ratio (contracts/pelygon/L2vault.sol#100)

- 11Ratie = _
- 12Ratio = _12Ratio (contracts/polygon/L2Vault.sol#101)
- withdrawalFee = fees[@] (contracts/polygon/L2Vault.sol#108)

- managenentFee = fees[1] (contracts/polygon/L2Vault.sol#109)
L2Vault.setLayerRatios(uint256, uint256) (contracts/polygon/L2Vault.sol#449-452) should emit an event for:
- 11Ratio = _l1Ratio (contracts/polygon/L2Vault.sol#4se)
- 12Ratio = _12Ratio (contracts/polygon/L2Vault.sol#451)
L2Vault.receiveTVL(uint256,bo0l) (contracts/polygon/L2Vault.sol#477-506) should emit an event for:
LockedTVL = lockedTVL() + totalProfit (contracts/polygon/L2vault.sol#4g7)
- L1TotallockedValue = tvl (contracts/polygon/L2Vault.sol#499)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentationdnissing-events—arithmetic

Eudg:[sc!nw.cnr\s(zut(n!(addz:ss) _owner (contracts/BridgeEscrow.sol#28) lacks a zero-check on :
wner = _owner (contracts/BridgeEscrow.sol#29)
BridgeEscron. initialize(adiress, TRootChainianages) - vault (contracts/Brid
~ vault = _vault (contracts/BridgeEscrow.sol#38
- wornholeRouter = BaseVault(_vault) .wormholeRouter() (contracts/BridgeEscron.sol#36)
BaseVault.baselnitiali /ERC20, address, Bri BaseVault.sol#37) lacks a zero-check on
~ governance = _governance {contracts/BaseVault.sol#42)
BaseVault.baselnitiali L ERC20, address, Bri _wornholeRouter (contracts/BasoVault.sol#37) lacks a zero-check on :
- wormholeRouter = _wormholeRouter (contracts/BaseVault.sol#et)
L2ornholeRouter. initialize(Iomhale, L2Vault, adiress, uintls)._otheLayerRoucer (conuacu/palyuan/szomnouwouuz s01#18) lacks a zero-check on :
- otherLayerRouter = erLayerRouter (contracts/polygon/LoWormholeRouter. sol
g datlwv

13 1#32) lacks a on :

consistencyLle
,payload, consistencylevel) (contracts/polygon/LZwormholeRouter.s

(contracts/polygon/L2Wormhol

ptT, withd

Reference: https://github. cum/czytlc/sllth:x/vﬂ.kl/
gon/! 501#97-128) has external calls inside a loop: = vault.

thdranald
-owner) (contracts/polygon/EmergencywithdrawalQueue. sol#106-168)
BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#248-271) has external calls inside a loop: amountWithdrawn
BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#487-462) has external calls inside a loop: balanceThisHarvest = strategy.totallockedValue() (contracts/BaseVault.sols:
BaseVault.rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a loop: amountTolnvest =
BaseVault.rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a loop: strategy_scope_1.invest(amountToInvest) (contracts/BaseVault.sol#588
BaseVault.rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a loop: currStrategyTVL = strategy.totallockedValue() (contracts/BaseVault.sol#565)
BaseVault.rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a loop: strategy.divest(currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#567
Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has external calls inside a loop:
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation/#ealls—inside-a-loop

(success,result) =

in L2vault._LaL bool,uint256) (contracts/polygon/L2Vault.sol#527-538)
External calls
_liquidate(amount) (contracts/polygon/L2Vault. sol#531)
— amountwithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)
uar\sferTall(amoumTcSend) (contracts/polygon/L2Vault.sol#533)
idgeEscrow. 12withdraw(anount) (contracts/polygon/L2vault.sola543)
~ L2Wormhol « eRouter) .reportT amount)

State variables written after the call(s):

transferTol1(amountToSend) (contracts/polygen/L2Vault.sol#533)

- canTransferToLl = false (contracts/polygon/L2Vault.sol#568)
in L2Vault. 1{uint256) polygon/L2Vault. sol#557-561) :

External calls:

- L2WormholeRouter (normholeRouter) .requestFunds(amount) (contracts/polygon/L2Vault.sol#558)

polygen/L2Vault.sol#552)

State variables written after the call(s)

- canRequestFronl1 = false (contracts/polygon/L2Vault.sol#559)
Reentrancy in L2Vault._ transferTol1(uint256) (contracts/polygon/L2Vault.sol#540-553):

External calls:

- bridgeEscrow. Lowithdrau(amount) (contracts/polygon/L2vault. sol#563)

State variables written after the call(s

- LiTotalLockedvalue unt (contracts/polygon/L2Vault.sole549)

- canTransferTol1 = false (contracts/polygon/L2Vault.sol#548)

) G

in BaseVault. BaseVault.sol#248-271):
External calls:
— amounthithdrawn =
State variables written after the calli
- maxLockedProfit dBal - amountiithdrawn (contracts/BassVault. sold267)
- totalStrategyHoldings -= oldBal (contracts/BaseVault.sol#259)

in BaseVault.wi ,uint256) ( BaseVault.sol#362-376):

External calls:
- amounthithdzawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)
State variables written after the call(s):

- strategies[strategyl.balance —= amountWithdrawn (contracts/BaseVault.sol#366)
- totalstrategyHoldings -= amountWithdrawn (contracts/BaseVault.sol#371
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentationfreentrancy-vulnerabilities-2

strategy. aweu(zypm:umzzss) max) (contracts/BaseVault.sol#257)

Reentrancy in L2Vault. L1L2Rebalance (bool,uint256) (contracts/polygon/L2Vault.sol#527-538):
External calls:
liquidate(amount) (contracts/polygon/L2Vault.sol#531)
~ amountwithdrawn = strategy.divest(tokenAwount) (contracts/BaseVault.sol#364)
transferTol1(anountToSend) (contracts/polygon/L2Vault.sol#53:
- bridgeEscrow. 12Withdraw(amount) (eontracts/polygen/L2Vault.sol#543)
- L2WormholeRouter (wormholeRouter) .reportTransferredFund (amount) (contracts/polygon/L2Vault.sol#552)

Event emitted after the call(s):
- TransferToL1(amount) (contracts/polygon/L2Vault.sola5a4)
transferTol1(amountToSend) (contracts/polygon/L2Vault.sol#533)
divestFronl1{uint256) (contracts/polygon/L2Vault. sol#557-561) :

Reentrancy in L2vault.
External calls:
- L2WormholeRouter (wormholeRouter) .reques tFunds(amount) (contracts/polygon/L2Vault.sol#558)

Event emitted after the call(s):

strategy.divest(type() (uint256).max) (contracts/BaseVault.sol#257)

Math.min(amountToInvest, asset.balanceOf (address(this))) (contracts/BaseVault.sol#583)

address(this).delegatecall(datali]) (contracts/external/Multicall.sol#12)

37



AUTOMATED TESTING

- RequestFronLi(amount) (contracts/polygon/L2Vault.sol#560)
Reentrancy in L2Vault._transferTol1(uint256) (contracts/polygon/L2Vault.sol#648-553):

External calls:
- bridgeEscron.12Withdran(amount) (contracts/polygon/L2Vault.sol#543)
Event emitted after the call(s):
- Tunsfenuuumuunn (contracts/polygon/L2Vault. sol#544)
B, 1t.deposi ,uint256) (contracts/BaseVault.sol#323-339):

External calls:
- strategy.invest(tokenAmount) (contracts/BaseVault.sol#337)

Event omitted after the call(

s):

- Stxattﬂvﬂepuslt(stlntcny takanamaunt (cunt!acts/ﬂasevau]t 501#338)
polygon. thdrawald 1#79-94):
Extemnal calle:
Amount = vault. /i thdrawalQueue (headPtr, withdrawalReguest. shares, withdrawalRequest. receiver, withdrawalRequest.owner) (contracts/polygon/EmergencyWithdranalQueue.sol#85-67)
Event emitted after the call(s):
ithdrawa r,withdrawalRequest.owner, withdrawalRequest.receiver,withdrawalRequest.shares) (contracts/polygon/EmergencywithdrawalQueue.sol#89-91)
10 nt256) (contracts/polygon/ thdrawalQueue. sol#97-120):
External calls:
Amount = vault. i thdrawalQueue (ptr, withdranalRequest.shares,wi .receiver,wi .omner) (contracts/polygon/EmergencynithdrawalQueue.s01#186-108)
Event emitted after the call(s):
thdrawa: ,withdrawalRequest.owner, withdrawalRequest.receiver,withdrawalRequest.shares) (contracts/polygon/EmergencyWithdrawalqueve.sol#110-112)

Reentzancy in Lzmmnalewoutu receiveFunds (bytes) (contracts/polygen/L2WormholeRouter. sol#45-56):

xternal call:
- vault.bridgeEscron) .12C1earFund(anount) (contracts/polygon/L2wormholeRoutor. sol#54)

Event emitted after the call(s):
- TransferFromLi(amount) (contracts/polygon/L2WormholeRouter.sol#55)
1t.wi (contracts/B 1t.501#362-376)

External calls
- amountWithdrawn =
Event emitted after the call(
- Strategyithdrawal(strategy, anountWithdrann) (contracts/BaseVault.sol#374)
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-3

strategy.divest(tokenAmount) (centracts/BaseVault.sol#364)

8 1t.hazvest(| [BI BaseVault.sol#407-462) uses timestanp for comparisons
Dangerous comparisons:
require(bool, string) (block. tinestanp »= lastHarvest + lockInterval,PROFIT_UNLOCKING) (contracts/BaseVault.sol#49)

BaseVault.lockedProfit() (contracts/BaseVault.sol#468-475) uses timestamp for comparisons

Dangerous comparisons:

— block.timestamp >= lastHarvest + lockInterval (contracts/BaseVault.sol#469)
Enmergencywithdrawalqueue.dequeue () (contracts/polygon/EmergencyWithdrawalQueue.sol479-94) uses timestamp for comparisons
Dangerous comparisans
~ redoemedassetAmount > @ (eontracts/polygon/EmergencywithdrawalQueus. sol488)

_assessFees() (contracts/polygon/L2Vault.sol#62-73) uses timestamp for comparisons
Dangeraus comparisons:

mSharesToMint == 8 (contracts/polygon/L2vault.sol#s9)
L2Vau1t.1edeemByEmuﬂencywlthdmnalﬂueuc(u)nt255.u1nl255 address, address) (contracts/polygon/L2Vault.sol#209-236) uses timestamp for comparisons

L2Vault.

ngerous comparisons:
-~ balanceOf (onner) < shares (contracts/polygon/L2Vault.sol#218)
Lovault.redeem(uint256, address, address) (contracts/polygon/L2Vault.sol#239-274) uses timestamp for comparisons

Dangerous comparisons:
equire(bool, string) (shares + emergencyWithdrawalQueue.debtToOwner (owner) <= balanceOf(owner) Not enough share available in owners balance) (contracts/polygen/L2Vault.sel#240-243)

- x
Lovault.withdraw(uint256,address, address) (contracts/polygon/L2Vault.sol#277-317) uses timestamp for comparisons
Dangerous comparisons:
~ require(bool, string) (shares + emergencyWithdrawalQueue.debtToOwner (owner! balanceOf(owner),Not enough share available in owners balance) (contracts/polygon/L2Vault.sel#283-286)
L2vault._convertToshares{uint256, L2Vault.Rounding) (contracts/polygon/L2Vault.so1#340-353) uses timestamp for comparis
Dangerous comparisons:
- totalShares == @ (contracts/polygon/L2Vault.sol#344)
L2Vault._convertToAssets{uint256,L2Vault.Rounding) (contracts/polygon/L2Vault.so1#361-373) uses timestanp for comparisons

Dangerous comparisons:
— totalShare (contracts/polygon/L2Vault.sol#363)
L2vault.lockedTVL() (contracts/polygon/L2Vault.sol#468-475) uses timestamp for comparisons
Dangerous comparisons:
~ block.timestamp >= lastTVLUpdate + lockInterval (contracts/polygon/L2Vault.sol#469)
L2Vault.detailedPrice() (contracts/polygon/L2Vault.sol#580-584) uses timestamp for comparisons
Dangerous comparisons:
totalSupply() > @ (contracts/polygon/L2Vault.sol#582)
https://github.con/crytic/slither/wiki/Detector-Documentation#block-tinestanp

Reference

Malticall.milticall(bytesl]) (contracts/external/Multicall sol#9-27) uses assembly
E ASM (contracts/external/Multicall.sol#19-21)
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#assembly-usage
h(uint256) (contracts/polygon/EmergencyWithdrawalQueue.s0l#97-128) has costly operations inside a loop:
3)

2 GoTote quouelpie) (contracts/polygon/Energoncylitnd ans Queus. oo
BaseVault.removeStrategy (BaseStrategy) (contracts/BaseVault.sol#248-271) has costly operations inside a loop:
otalBps ratinfo.tvlBps (contracts/BaseVault.sol#248)
Basevault. remauestralegﬂEas:sl!atemﬂ) (contracts/BaseVault.sol#248-271) has costly operations inside a loop:
oldBal ( Vault.sol#259)
BaseVault. remuestrategyKBas:Stmtew) (contracts/BaseVault.sol#248-271) has costly operations inside a loop:
- maxLockedProfit += oldBal - amounthithdzawn (contracts/BaseVault.sol#267)
BaseVault.updatestrategyAllocations (BaseStrateayl ], uint256[1) (contracts/BaseVault.sol#278-297) has costly operations inside a loop:
- totalBps —= oldBps (contracts/BaseVault.sol#293)
increaseTVLBps(uint256) (contracts/BaseVault.sol#206-218) has costly operations inside a loop

BaseVault.
- totalBps = newTotalBps (contracts/BaseVault.sol#209)

Reference: https://github.ecomferytic/slither/wiki/Detector-Docunentation#costly—operations—inside-a-laop

Basevault._ assessFees() (contracts/BaseVault.sol#531) is never used and should be T

L2Vault._msgbata() (contracts/polygon/L2Vault.sol#122-129) is never used and should be removed
o

Reference: https://github.com/crytic/slither/wiki/Detector-Docunentationt#dead-cod

Pragna version*®.8.13 (contracts/AffineGovernable.sol#2) necessitates a version too recent to be trusted. Consider deploying with .6.12/8.7.6/8.8.7

Pragna version*®.8.13 (contracts/BaseStrategy.sol#2) necessitates a version too recent to be trusted. Consider deploying with ©.6.12/0.7.6/6.8.7

Pragna version*®.8.13 (contracts/BaseVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/8.7.6/0.8.7
Consider deploying with 6.6.12/8.7.6/8.8.7

Pragna version*®.8.13 (contracts/BridgeEscrow.sol#2) necessitates a version too recent to be trusted
Pragna version*®.8.10 (contracts/Constants.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/6.7.6/8.8.7

Pragma version0.8.13 (contracts/WormholeRouter.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/0.8.7
. Consider deploying with 8.6.12/8.7.6/0.8.7

Pragna version*d.8.13 (contracts/external/Multicall.sol#4) necessitates a version too recent to be trusted
Pragma version0.8.13 (contracts/interfaces/IERC4626.501#2) necessitates a version too recent to be trusted. Consider deploying with .6.12/0.7.6/0.

Pragna version*d.8.13 (contracts/interfaces/IRootChainManager.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/0.8.7
Pragna version0.8.13 (contracts/interfaces/IVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/8.8.7
Consider deploying with 8.6.12/6.7.6/0.8.7

Pragma version".8.13 (contracts/interfaces/Ivormhole.sol#2) necessitates a version too recent to be trusted
Pragma version"@.8.13 {contracts/polygon/Detailed.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/0.8.7
i . Consider deploying with 8.6.12/8.7.6/0.8.7

Pragna version*®.8.13 (contracts/polygon/EmergencyWithdrawalQueus.sol#2) necessitates a version too recent to be trusted
Pragna version*@.8.13 (contracts/polygon/L2Vault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/0.7.6/@.
Pragna version®®.8.10 (contracts/polygon/L2WormholeRouter.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7

8.7

501c-8.8.16 is not recommended for deployment
Reference: https://github.comferytic/slither/wiki/Detector-Docunentation#incorrect-versions-of-solidity

Low level call in Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27):
- (success,result) = address(this).delegatecall{datali]) (contracts/external/Multicall.sol#12)

Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#low-level—

L2Vault (contracts/polygon/L2Vault.sol#29-589) should inherit from IL2Vault (contracts/interfaces/IVault.sol#8-10)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#missing-inheritance

Redundant expression "receiver (contracts/polygon/L2Vault.sol#414)" inL2Vault (contracts/polygon/L2Vault.sol#29-589)
Redundant expression "receiver (contracts/polygon/L2Vault.so1#428)" inl2Vault (contracts/polygon/L2Vault.sol#29-589)
Reference: https://github.eomferytic/slither/wiki/Detector-Docunentation#redundant-statemen:

Variable BaseVault.swaphithdrawalQueueIndexes(uint256,uint26). newStrategyl (contracts/BaseVault.sol#131) is too similar to BaseVault.swapWithdrawalQueueIndexes(uint256,uint256).newStrategy2 (contracts/BaseVault.so
Variable Constants.L1_FUND_TRANSFER_REPORT (contracts/Constants.sol#12) is too similar to Constants.L2_FUND_TRANSFER_REPORT (contracts/Constants.sol#7)

on#variabl ilar

Reference: https://github.com/crytic/slither/wiki/

BaseStrategy (contracts/BaseStrategy.sol#9-48) does not implement functions:
- BaseStrategy.balance0fAsset() (contracts/BaseStrategy.sol#25)
- BaseStrategy.divest(uint256) (contracts/BaseStrategy.sol#36)
- BaseStrategy.invest(uint256) (contracts/BaseStrategy.sol#3@)
- BaseStrategy.totallockedValue() (contracts/BaseStrategy.sol#é
https://github.com/erytic/slither/wiki/Detector-Docunentation#uninplenented-functions

Reference

BridgeEserow.vaultNence (contracts/BridgeEscrow.sol#19) should be consta
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#state-variables-that-could-be-declared-constant

asset() should be declared external:
- BaseVault.asset() (contracts/BaseVault.sol#33-35)
- L2vault.asset() (contracts/polygon/L2vault.sol#149-161)
multicall(bytesl]) should be declared external:
icall.multicall(bytes(]) (cunt!atts/!xteznal/Mult)ca]] s01#9-27)

LinkVault (L2Voult) should be declarsd exte
2 Cnergencywi tharawalaueus. 1inkvauLtcLaVauLt) Ccontracts /polygon/Enezgancyvi thdronalauove. sol#4s-57)
tntalhsbl“ should be declared external:
rgeneyi thdrawalQuous. totalbebe() (contracts /polygon /Energancywthdranalquous. sol#65-67)
inm‘nhu(anduss ERC20, address, Brid i thdranala dd uint256, uint256, uint256(2]) should be declared external:
uint256, uint256, uint256[2]) (contracts/polygon/L2Vault. sol#83-110)

2Vault.initialize(address, smz address, BridgsE thdzaualq

convertToshares(uint26s) should be declared external:
ult.convertToShares (uint256) (contracts/polygon/L2Vault.sol#335-337)
al:

cawenTaAssns(umtzSH should be declared extern,
t.convertToAssets (uint256) (contracts/polygon/L2Vault.sol#356-358)

D!nvlﬂrﬁedsem(u)ntZS&) should be declared external:
ult.previewRedeem(uint256) (contracts/polygon/L2Vault.sol#391-393)

maxDeposit(address) should be declared external:
- L2vault.maxDeposit(address) (contracts/polygon/L2Vault.sol#413-416)

maxMint (address) should be declared external:
2Vault.maxMint(address) (contracts/polygon/L2Vault.sol#419-422)

maxRedeen (address) should be declared external:
- L2Vault.maxRedeen(address) (contracts/polygon/L2Vault.sol#425-427)

maxWithdraw(address) should be declared external:
Vault.maxwithdraw(address) (contracts/polygon/L2Vault. snwasz-uu

/#github.com/crytic/slither/miki,

—functi 1

- L2

Reference: https




AUTOMATED TESTING

src/polygon/L2WormholeRouter. sol

delegatecall inside a loop in a payable func
tions-using-delegatecall-inside-a-loop

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation/#payable-f

BaseStrategy.vault (contracts/BaseStrategy.sol#13) is never initialized. It is used in:
- BaseStratey.sweep(ERC26) (contracts/BaseStratepy.sol#43-47)

BaseStrategy.asset (contracts/BaseStrategy.sol#21) is never initialized. It is used in:
- BaseStrategy.sweep(ERC26) (contracts/BaseStrategy.sol#u3-47)

Reference: https

L2Vault

~feesps
~numSharesToMint

= s).delegatecall(datali])

on: (success,result) = address(thi:

://github.com/crytic/slither /wiki/Detector-Docunentationfuninitialized-state-variables

assessFees() (contracts/polygon/L2Vault.sol#62-73) performs a multiplication on the result of a division:
(duration * managementFee) / SECS_PER_YEAR (centracts/polygon/L2Vault.sol#66)

(feesBps * totalSupply()) / MAX_BPS (contracts/polygon/L2Vault.sol#67)

https://github.com/crytic/slither/wiki/Detector-Documentation#divide-before-multiply

eference
L2Vault._assessFees() (contracts/polygon/L2Vault.sol#62-73) uses a dangerous strict equality:
= numSharesToMint == @ (contracts/polygon/L2Vault.sol#69)
L2vault._convertToAssets (uint256,L2Vault.Rounding) (contracts/polygon/L2Vault.sol#361-373) uses a dangerous strict equality:
totalShares == @ (contracts/polygen/L2Vault.sol#363)
L2vault._convertToshares (uint256,L2Vault.Rounding) (contracts/polygon/L2Vault.sol#346-363) uses a dangerous strict equality:

= totalShares == 8 (contracts/polygon/L2Vault.sol#344)
BaseVault.rebalance() (contracts/BaseVault.sol#549-598) uses a dangerous striet equality:
® (contracts/BaseVault.sol#584)

- amountToInvest
Lovault.receiveTVL(uint256,bool) (contracts/polygon/L2Vault.sol#477-506) uses a dangerous strict equality:
- delta == @ (contracts/polygon/L2Vault.sol#5e2)
ct-equalities

Reference: https://github.com/crytic/slither/wiki

ntrancy in EmergencyWithdrawalQueue.dequeue() (contracts/polygon/EmergencykiithdrawalQue

External calls:

- 1t.
State variables written after the call(s):
- headPtr += 1 (contracts/polygon/EmergencyWithdrawalqueue.sol#9:

ntrancy in BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#487-462):

ernal calls:

- balanceThisHarvest =
State variables written after the c:
- strategies[strategy].balanc. b.l.ncmusn.nut (contracts/BaseVault.sol#435)

eference: https://github.com/crytic/slither/wiki,

strategy. tnt-anckuanlu-( ) (contracts/BaseVault.sol#432)

501#79-94):
1, withdrawalRequest.shares, withdranalRequest.receiver, withdrawalRequest.owner) (contracts/polygon/Emergencyhithdrawalaue:

Lnerabilities-1

BaseVault._organizeWithdrawalQueus () .offset (contracts/BaseVault.sol#219) is a local variable never initialize
BaseVault.harvest(BaseStrategy(]).totalProfitAccrued (contracts/BaseVault.sol#418) is a local variable never initialized

vest (contracts/polygon/L2Vault.s01#516) is a lncnl var:
contracts/BaseVault.sol#566) is a lo

L2Vault._computeRebalance().
BaseVault.rebalance(
Reference

Basevault. rabalance() (contracts/BassVault. sal#5is-598) gnores Teturn valus by strategy divest(currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#ssr)
e b ),payl

L2WormholeRouter . reportTransferredFund(uint256) (contracts/polygon/L2WornholeRouter.sol#29-34) ignores return valu
LowornholeRouter . requestFunds (uint256) (contracts/polygon/L2wornholeRouter.sol#36-41) ignores return value by wormhole. publ)lhllnllgn(u)nt!?(lnqulﬂcl),plylund consistencylevel) (contracts/polygon/L2wormholeRouter. s

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unused-retu:

mountsToInves:
https://github. cnm/:ryuc/xhthnfmniu.ncmr—uncum.nnnnneunmu L izedtocarovarisbies

BaseVault.baseInitialize(address,ERC20, address, BridgeEscrow) (contracts/BaseVault.sol#37-54) should emit an event for

- governance = ance (contracts/BaseVault.sol#42

ion#missing-event

Reference: https://github.com/crytic/slither/wiki/Detects

uint256) (

anagementFee = feeBps (contracts/polygon/L2Vault.sol#55)

Lavault.

polygon/Lovault.sol#56-56) should emit an event for:

- m
L2Vault.sethithdranalFee (uint256) (contracts/polygon/L2Vault.sol#56-60) should emit an event for:
- withdrawalFee = feeBps (contracts/polygon/L2Vault.sol#s9
L2Vault.initialize(address, ERC20, address, BridgeEscrom, Energencyki thdrawalQueue, address, uint256,uint256,uint266(2]) (contracts/polygon/L2Vault.sol#83-118) should emit an event for:

1Ratio (contracts/pelygon/L2Vault.sols100)

12Rﬂ()u (contracts/polygon/L2Vault.sol#101)

- withdrawalFee = fees[@] (contracts/polygon/L2Vault.sol#108)
managementFee = fees(1] (contracts/polygon/L2vault.sol#189)

L2Vault.setlayerRatios(uint256, uint256) (contracts/polygon/L2Vault.sol#449-452) should emit an event for:

_l1Ratio (contracts/polygon/L2Vault.solea5e)

- 11Ratio
12Ratio (contracts/polygon/L2Vault.sol#451)

- 12Ratio

L2vault.receiveTVL(uint256,bool) (contracts/polygon/L2Vault.sol#477-586) should emit an event for:
)

lockedTVL() + totalProfit (contracts/polygon/L2Vault.sol#497

- maxLockedTVL =
tvl (contracts/polygon/L2vault.sol#499)

- LiTotallockedValue =
Reference

BridgeEserow.constructor (address).
~ owner = _owner (contracts/BridgeEscrow.sol#29)

BridgeEscrow. initialize(address, IRootChainManager) .
— vault = _vault (contracts/BridgeEscrow.sol#35

owner (contracts/BridgeEscrow.sol#28) lacks a zero-check on

https://github.com/crytic/slither/wiki/Detector-Documentation#missing-events-arithmetic

vault (contracts/BridgeEscrow.sols32) lacks a zero-check on :
)

Enholofouter = BaseVault(.vault) womholeRouter() (contracta/BridgeEscron. sol

(contracts/BaseVault.sol#37) lacks a zero-check on :

BaseVault.baselnitiali
governance = _governance (cor\uacts/EaseVaul( s01#42)
Basevault.baseInitiali . er (contracts/BaseVault.sol#37) lacks a zero-check on :
eeraholeRovter = woreholeRouter (eontracts/BaseVault.solfi)
_otherLayerRouter (cunuacu/pu]ygun/unumnu]ewuuuz s01#18) lacks a zero-cheek on :
25)

LovormholeRouter.initialize(TWormhole, L2Vault,address, uint1é).

— otherLayerRouter =

{otherLayerRouter (contracts/polygon/L2WornholeRouter. s

lidation

Reference: https://github.con/crytic/slither/wiki/ sing

thdranalQ

thdrawald
“ownen) (contractelpolygon/Energencyi thdrsalueus. so1#106-108)

BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.so1#240-271) has external calls inside a loop: amounthithdrawn

thd,

(contracts/external/Multicall.sol#12

oad, consistencylevel) (contracts/polygon/L2Wormhol

+501#97-128) has external calls inside a loop: = vault.
strategy.divest(type(){uint256).max) (contracts/BaseVault.sol#257)
)

BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#487-462) has external calls inside a loop: balanceThisHarvest = strategy.totallockedvalue() (contracts/BaseVault.sol#
amountToInvest = Math.min(amountToInvest, asset.balance0f(address(this))) (contracts/BaseVault.sol#583)

BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has
BaseVault.rebalance(} (contracts/BaseVault.sol#549-590) has
BaseVault.rebalance() (contracts/BaseVault.sol#569-598) has
BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has
ulticall(bytes[]) (contracts/external/Multicall.sol#9-27)

external calls inside

external calls inside

Multicall
Reference

Reentrancy in L2Vault.
xternal calls
Liguidate (amount) (concrac s/ polygon/LIVaule  s0ls5a1)
— amountWithdramn

uansfeﬂuu(amoumTcSenn) {conuac!s/nolyﬂur\/LEVaulz s01#533)
idgeEscrow. 12Withdran(amount) (contracts/polygon/L2vault.sol#543)

State variables written after the call(s):
transferTol1(amountToSend) (contracts/polygon/L2Vault.sol#533)

— canTransferToL1 = false (contracts/polygon/L2Vault.sol#548)
Reentrancy in L2Vault._divestFromLi(uint256) (contracts/polygon/L2Vault.sele557-561):

oleRouter). reque
State variables written after the call(s):
- canRequestFroml1 = false (contracts/polygon/L2Vault.sol#559)
Reentrancy in L2Vault._transferTol1(uint256) (contracts/polygon/L2Vault.sol#548-553):
External calls:
- bridgeEscrow.12Withdraw(amount) (contracts/polygon/L2Vault.sol#543)

State variables written after the call(s):
- LiTotallockedValue += amount (contracts/polygon/L2Vault.sol#5a9)

external calls inside a loop:
a loop: strategy_scope_l.invest(amountToInvest) (contracts/BaseVault.sol#588)

has external calls inside a loop:

currStrategyTVL = strategy.totallockedValue() (contracts/BaseVault.sol#565)

external calls inside a loop:
a loop: strategy.divest(currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#567)

(suecess, result) = address(this).delegatecall(data[i]) (contracts/external/Multicall.sol#12)

m
https://github.con/crytic/slither/wiki/Detector-Documentation/#calls-inside-a-loop

L1L2Rebalance (bool,uint256) (contracts/polygon/L2vault.sol#527-538) :
ategy.divest(tokenAmount) (contracts/BaseVault.sol#364)

- lZwuxmhnleRuuter(wumhuleRuuter) reportTransferredfund(amount) (contracts/polygon/L2Vault.sol#552)

) (contracts/polygon/L2Vault.sol#568)

- canTransferToll = false (contracts/polygon/L2Vault.sol#548)
n B 1t ( BaseVault.sol#240-271):

External calls:

- amountWithdrawn = strategy.divest(type()(uint256).max) (contracts/BaseVault.sol#257)

State variables written after the call(s):
- maxLockedProfit += oldBal — amountWithdramn (contracts/BaseVault.sol#267)

- totalStrategyHoldings —= oldBal (contracts/BaseVault.sol#259

Reentrancy in BaseVault.withdrawFromStrategy(BaseStrategy,uint256) (contracts/BaseVault.sol#362-376)

Exteznal calls:
~ amountWithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)

State variables written after the call(s):
- strategies[strategy].balance —= amountWithdrawn (contracts/BaseVault.sol#366

- totalStrategyHoldings —= amountiithdramn (contracts/BaseVault.sol#371

)

1

Reference: https://github.con/crytic/slither/wiki/!

Reentrancy in L2Vault.
External calls:
liquidate(amount) (contracts/polygon/L2Vault.s0l#531)

- amountWithdrann =
_transferTol1(amountToSend) (cantracts/polygon/L2Vault.sol#
- bridgeEscrow.12Withdraw(amount) (contracts/polygon/L2Vault.sol#543)

L1L2Rebalance (bool,uint256) (contracts/polygon/L2Vault.so1#527-538):

strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)

~ L2WormholeRouter (wormholeRouter) . reportTransferredFund(amount) (contracts/polygon/L2Vault.sol#552)

Event emitted after the call(s):

- TransferToL1(amount) (contracts/polygon/L2Vault.sol#Sis)
ansferToL1(amountToSend) (contracts/polygon/L2Vault.sol#533)
divestFronl1(uint266) (contracts/polygon/L2Vault.sol#557-561):

Reentrancy in L2Vault.

oleRouter) . reque

Event emitted after the call(s):
- RequestFromL1(amount) (contracts/polygon/L2Vault.sol#568)

) (contracts/polygon/L2Vault.sol#558)
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Reentrancy in L2Vault.
xternal calls
- bridgeEscrow. 12Withdraw(amount) (contracts/polygon/L2vault.sol#543)
Event emitted after the call(s):
~ TransforToLl(amount) (contracts/palygon/L2Vault.sol#5as)

Reentrancy in BaseVault.depositIntoStrategy(BaseStrategy,uint256) (contracts/BaseVault.sols323-339):
External calls:

- strategy.invest(tokenAmount) (contracts/BaseVault.sol#337)
Event emitted after the call(s):

— StrategyDeposit(strategy, tokenanount) (contracts/BaseVault.sol#338)
Reentrancy in EmergencyWithdrawalQueue.dequeue() (contracts/polygon/EmergencyiithdrawalQueue.sol#79-54):
Ext

transferTol1(uint256) (contracts/polygon/L2Vault.sol#560-563):

ernal calls:

= vault. i

moun
Event eritted aftn the call(s):

drawa

1, withdrawalRequest. shares, withdrawalRequest.receiver, withdrawalRequest.owner) (contracts/polygon/EmergencywithdrawalQueue.sol#85-67)
ryithiawalRequest. xeceiver,withdrawaldsquest. shares) (contracts/polygon/EmergencywithdrawalQueue.sol#89-91)
Reentrancy in Eme!gencywnhdrawamueus GeauousBatoh (uint256) (contracts/pblyscn/Eaorgancybithdrenal dueuo.so1H97-12

External ¢

mount = vault. i
Event eniteed afux the call(s):

drawa;

adPtr, wi

ptr withdrawalRequest.shares, withdrawalRequest.receiver, withdrawalRequest.owner) (contracts/polygon/EmergencyhithdrawalQueue.so14186-108)
mwner,withdrawalRequest.receiver, withdrawalRequest.shares) (contracts/polygon/EmergencyWithdrawalQueue.sol#116-112)
Reentrancy in LZW::mhuleRnutu recs)vsFunds(hvles) (contracts/polygon/L2HormholeRouter . s01#45-5

External cal

- vault b!idueEsc!nn().IZClearFund(amaunt) (contracts/polygon/L2WormholeRouter.so1854)
Event emitted after the call(s):

- TransferFromL1(amount) (contracts/polygon/L2WormholeRouter.s01#55)
in B 1t ,uint256) (contracts/BaseVault.sol#362-376):
External calls:

- amountWithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)
Event emitted after the call(s)

Tategyhithdrawal(strategy, amountWithdrawn) (contracts/BaseVault.sol#374)
Reference: https://github.com/erytic/slither/wiki

lnerabilities-3
BaseVault.hazvest(l [1) (contracts/B 1t.s0l#407-462) uses timestamp for comparisens
angerous comparisons:

require(bool, string) (block.timestamp >= lastHarvest + lockInterval, PROFIT_UNLOCKING) (contracts/BaseVault.sol#489)
BaseVault.lockedProfit() (contracts/BaseVault.sol#46B-475) uses timestamp for comparis
angerous comparisons:

- block.timestanp

lastHarvest + lockInterval (contracts/BaseVault.sol#469)
EmergencywithdrawalQueue.dequeue() (contracts/polygon/EmergencywithdrawalQueue.sol#79-94) uses timestamp for comparisons
Dangerous comparisons:

- redeemedAssetAmount > @ (contracts/polygon/EmergencywithdrawalQueue.sol#88)
L2Vault._assessFees() (contracts/polygon/L2Vault.sol#62-73) uses timestamp for comparisons

@ (contracts/polygon/L2Vault.sal#69)
L2Vault. redeemByEmergencywi thdrawa lQueue (Uint256, uint266, address, address) (contracts/polygon/L2Vault.sol#209-236) uses timestamp for comparisons
Dangerous comparisons:
anceOf (omner) < shares (contracts/polygon/L2Vault.sol#218)
L2vault.redeem(uint256, address, address) (contracts/polygon/L2Vault.sol#239-276) uses timestamp for comparisons
Dangerous comparisons:

require (bool, string) (shares + emergencyWithdrawalQueus. debtToOuner (owner)

= balanceOf (owner) Not enough share available in owners balance) (contracts/polygon/L2Vault.sol#248-243)
L2vault.withdraw(uint256, address,address) (contracts/polygon/L2Vault.sol#277-317) uses timestamp for comparisons
Dangerous comparisens:
require(bool, string) (shares + emergencywithdrawalQueue.debtToouner (owner) <= balanceOf(owner), Not enough share available in owners balance) (contracts/polygon/L2Vault.sol#283-286)
L2Vault._convertToShares (uint256,L2Vault.Rounding) (contracts/polygon/L2Vault.sol#346-353) uses timestamp for comparisons
Dangerous comparisons:
- totalShares == @ (contracts/polygon/L2Vault.sol#344)
Lavault._

angerous comparisons:
- totalShares (contracts/polygon/L2Vault.sol#363)

L2vault.lockedTVL() (contracts/polygon/L2Vault.sol#468-475) uses timestamp for comparisons
Dangerous comparisons:

ock.timestamp >

convertToAssets (uint256,L2Vault.Rounding) (contracts/polygon/L2Vault.sol#361-373) uses timestamp for comparisons
5 :

lastTVLUpdate + lockInterval (contracts/polygon/L2Vault.sol#469)
L2vault.detailedprice() (contracts/polygon/L2Vault.sol#560-564) uses timestamp for comparisons
Dangerous comparisons:

- totalsupply() > @ (contracts/polygon/L2Vault.sol#582)

Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#block-tinestanp

Multicall.nulticall (bytesl]) (contracts/external/Multicall.sol49-27) uses assembly
INLINE ASM (contracts/external/Multicall.sol#19-21)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage

h(uint256) (contracts/polygon/EmergencywithdrawalQueue.sol#97-120) has costly operations inside a loop

- delete queuelptr] (contracts/polygon/EmergencyWithdrawalQueue.sol#103)

BaseVault. 1t.501#248-271) has costly operations inside a loop:

totall stratInfo.tviBps (contracts/BaseVault.sol#248)

Basevault. umvcstntegy(Basestmtagyb (contracts/BaseVault.s01#248-271) has costly operations inside a looj
- totalstrategyHolding oldBal (contracts/BaseVault.sol#259)

BaseVault. romoveSrateny (Baseatratony) (contracts/BaseVaurtssol#2ip 271) has costly oporations dnside a loop:
- maxLockedProfit += oldBal — amountWithdrawn (contracts/BaseVault.sol#267)

Basevault.updateStrategyAllocations(Basestrategy[],uint256(1) (contracts/BaseVault.sol#278-297) has costly operations inside a loop
- totalBps —= oldBps (contracts/BaseVault.sol#293)

BaseVault._increaseTVLBps(uint256) (contracts/BaseVault.sol#206-218) has costly operations inside a loop:

1Bps = newTotalBps (contracts/BaseVault.sol#209)
https://github.com/crytic/slither /wiki/Detector-Documentation#costly-operations-inside-a-loop

Reference

BaseVault. assessFees() (contracts/BaseVault.sol#531) is never used and should be removed

e
L2vault._msgData() (contracts/polygon/L2Vault.sol#122-129) is never used and should be removed
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dead-cade

Pragma version®d.8.13 (contracts/AffineGovernable.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/8.8.7
Pragma versionn0.8.13 (contracts/BaseStrategy.sol#2) necessitates a version too recent to be trusted. Consider deploying with .6.12/6.7.6/0.
Pragna version8.8.13 {contracts/BaseVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/0.7.6/0.6.7
Pragma versione.8.13 ( sol#2) a version too recent to be trusted. Consider deploying with 9.6.12/8.7.6/0.8.7
Pragma version"@.s.1a (cuntracts/cunstants s0l#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/8.6.7
Pragma version®@.8.13 (contracts/WormholeRouter.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/6.7.6/0.8.7
Pragma versionn0.8.13 (contracts/external/Multicall.sol#s) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/0.7.6/8.8.7
Pragna version8.8.13 {sontrasts/interfaces/[ERC626.50142) necess)lates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/0.
Pragma version0.8.13 ( ts/interfaces/T .s01#2) necessitates a version too recent to he trusted. Consider deploying with 8.6.12/0.7.6/8.8.7
Pragma version"@.s.13 (cuntmcts/)nurfaus/nmn.su]az) Seressirates s version tao fecent to be srusted. Comeider deploying with 6.6.12/6.7.6/0.8.7

Pragma version"@.8.13 (contracts/interfaces/IWormhole.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/0.8.7

Pragma version"@.8.13 (contracts/polygon/Detailed.sol#2) necessitates a version too recent to be trusted. Consider deploying with ©.6.12/0.7.6/0.8.7

Pragma version®@.8.13 (contracts/polygon/EmergencywlithdrawalQueue.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7
Pragma versionn0.8.13 (contracts/polygon/L2Vault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/6.8.7

Pragma version®d.8.18 (contracts/polygon/L2WormholeRouter.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7
s0lc-8.8.16 is not recommended for deployment

Reference: https://github.com/crytic/slither/wiki/Detect

8.7

ion#incor: i idity

Low level call in Multicall.multicall(bytes(]) (contracts/external/Multicall.sol#9-27

- (success,result) = address(this).delegatecall(datalil) (contracts/external/Multicall.sol#12)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#low-levelc

L2vault (contracts/polygon/L2Vault.sol#29-589) should inherit from IL2Vault (contracts/interfaces/IVault.sol#8-18)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#missing-inherita

Redundant expression "receiver (contracts/polygon/L2Vault.sol#414)" inL2Vault (contracts/polygon/L2Vault.sol#29-589)

Redundant expression "receiver (contracts/polygon/L2Vault.sol#428)" inL2Vault (contracts/polygon/L2Vault.sol#29-589)
Reference: https://github.com/erytic/slither/wiki,

Variable BaseVault.swapWithdrawalQueueIndexes(uint256,uint256).newStrategyl (contracts/BaseVault.sol#131) is too similar to BaseVault.swapWithdrawalQueueIndexes(uint256,uint256).newStrategy2 (contracts/BaseVault.so

Vvariable Constants.L1_FUND_TRANSFER_REPORT (contracts/Constants.sol#12) is too similar to Constants.L2_FUND_TRANSFER_REPORT (contracts/Constants.sol#:

Reference: https://github.com/crytic/slither/wiki/Detect ionfvariabl oo-similar

BaseStrategy (contracts/BaseStrategy.sol#9-48) does not implement functions
- ba ) (contract

- BaseStrategy.divest(uint256) (contracts/BaseStrategy.sol#36)
- BaseStrategy.invest{uint256) (contracts/BaseStrategy.sol#30)
- BaseStrategy. totallockedValue() (contracts/BaseStrategy.sol#a1)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#unimplemented—functions
BridgeEscron.vaulthonce (contracts/BridgeEscrow.sol#19) should be constant
Reference: https://github.com/crytic/slither/wiki abl, 1

asset() should be declared external:
- BaseVault.asset() (contracts/BaseVault.sol#3:

-35)
L2Vault.asset() (contracts/polygon/L2Vault.sol#149-151)
multicall(bytes[]) should be declared exter

- icall.multicall(bytest])) (contracts/external/Multicoll.sol#9-27)
l:\r\kVault(LEVauln should be declared externa.

rgencywi thdrawalQueue. 1inkvault (L2Vault) (contracts/polygon/EmergencywithdrawalQueue. sol#48-57)
tntalllsbl() should be declared externals

Enezgencyi thirawaluee. totalbebt () (cuntzacts/pu]ygun/Em!zgencywlthﬂznwa]uueu! s01#65-6
initi nllle(address ERC20, adh

nt256,uint256,uint256(2]) should be declared externa
ult.initi ddress, BridgeE haxaws L0ucUs, address, ULNS266, UinE2S6  uint256[2]) (contracts/polygon/L2Vault.
convertToshares (vinezse) sheuld be deciared externsls

501#83-110)
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BridgeEscrow.vaulthonce (contracts/BridgeEscrow.sol#19) should be constant
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#state-variables-that-could-be-declared-constant

asset() should be declared external:

— BasoVault.asset() (contracts/BaseVault.sol#33-35)

2vault.asset() (contracts/polygon/L2Vault.sol#149-151)

multicall(bytes[]) should be declared external:

- Multicall.multicall(bytes(]) (contracts/external/Multicall.sol#9-27)
LinkVault(L2Vault) should be declared extern

~ EmergencyWithdrawalqueue.linkvault(L2Vault) (contracts/polygen/Emergencywithdrawnalqueue.solui8—57)
totalDebt () should be declared external:

totalDebt() (contracts/polygon/! tharawalQueue.sol#é5-67)

initi alue(auduss ERC20, addruss, BridgeEscrow, Energencywithdrawaldueus, address  uint2se, uint2ss, uint26(2]) should be declared
ult. Bri the

- L2va oddress, int256,uint256, uint256(2]) (contracts/polygon/LaVault. sol#83-110)
:un\textTuShaI!s(uthEEi Should be declared external:
2Vault.convertToShares (uint256) (contracts/polygon/L2Vault.sol#335-337)
cunueltTuAssets(uln(ZE!D should be declared external:
L2Vault.convertToAssets(uint256) (contracts/polygon/L2Vault.sol#356-356)
previewRedsen(uint266) should be declarsd external:
- L2Vault.previewRedeem(uint256) (contracts/polygon/L2Vault.scl#391-393)
maxDeposit (address) should be declared external:
~ L2Vault.maxDeposit(address) (eontracts/polygon/L2Vault.sol#13-616)
maxMint(address) should be declared external:
— L2Vault.maxMint(addrass) :cauuczs/pnygm/mv“n s01#619-422)
maxRedeen (address) should be declared external:
L2Vault.maxRedeen (address) (can:uc:s/palyganuzvaul: 501#425-427)
maxwithdraw(address) should be declared external:
T L2Vault maxt thdvan(addroes) (contragts/polygon/L2Vault  sol#430-432)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#public—function-that-could-be-doelared-extornal

src/AffineGovernable.sol

AffineGovernable.governance (contracts/AffineGovernable.sol#6) is never initialized
Reference:

It is used in
https://github.con/crytic/slither/wiki/Detector-Documentationfuninitialized-state-variables

Pragma version"®.8.13 (contracts/AffineGovernable.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7
50lc-8.8.16 is not recommended for deployment

Reference: https://github.con/crytic/slither/wiki/Detect,

ationsincor

idity

AffineGovernable.governance (contracts/AffineGovernable.sol#6) should be constant
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#state-variables-that-could-be-declared-constant

src/BaseStrategy.sol

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has delegatecall inside a loop in a payable

function: (success,result) = address(this)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation/#payable-functions-

-using-delegatecall-inside-a-loop
aseStrategy.vault (contracts/BaseStrategy.sol#13) is never initislized. It i i
.sweep (ERC20) ( .s01#43
BaseStrategy.asset Lcmn.mmmwsnuegy 201421 is never initialized.
- BaseStrategy.sweep(ERC28) (contracts/BaseStrategy.sol#43-47)
AffineGovernable.governance (contracts/AffineGovernable.sol#s) is never initialized. It is used in
WormholeRouter.otherLayerRouter (contracts/WormholeRouter.sol#13) is never initialized. Tt is used in
~ WormholeRouter._validateWormholeMessageEmitter (IWormhole.WM) (contracts/WormholeRouter.sol#4l—45)
wormholeRouter.otherLayerChainId (contracts/WormholeRouter.sol#14) is never initialized. It is used in
WormholeRouter._validatehormholeMessageEmittez (IWormhole.WM) (contracts/WormholeRouter. sol#41-45)
wormholeRouter.nextValidNonce (contracts/WormholeRouter.sol#15) is never initialized. It is used in
- WormholeRouter._validateWormholeMessageEmitter (IWornhole.WM) (contracts/WormholeRouter.sol#41-45)
Reference: https://github.com/crytic/s1ither/wiki/Detector-Documentation#uninitialized-state-variabl

BaseVault.rebalance() (contracts/BaseVault.sol#549-590) uses a dangerous strict equality:
- amountTolInvest == @ (contracts/BaseVault.sol#584)
https://github.con/crytic/slither/wiki/Detector-Documentation#dangerous-strict-equalities

eference

ntrancy in BaseVault.harvest(BaseStrategyl[]) (contracts/BaseVault.sol#4d7-462):
External calls:

- balanceThisHarvest = strategy.totallockedvalue() (contracts/Basevault.sol#43z)

State variables written after the call(s):

- strategies[strategy].balance = balanceThisHarvest (contracts/BaseVault.sol#s3s)
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-1

BaseVault._organizeWithdrawalQueue().offset (contracts/BaseVault.sol#219) is a local variable never initialized
BaseVault.rebalance().amountsTolnvest (contracts/BaseVault.sol#556) is a local variable never initialized
BaseVault.harvest(BaseStrategy[]).totalProfitAccrued (contracts/BaseVault.sol#418) is a local variable never initialized
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#uninitialized-local-variables

BaseVault.rebalance() (contracts/Basevault.sol#549-590) ignores return value by nnt-ny divest{currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#567)
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#unused-retu

BaseVault.baseInitialize(address, ERC26, address, BridgeEscrow) ._governance (contracts/BaseVault.so1#37) lacks a zero-check on :
governance = _governance (contracts/Basevault.sol#42)
BaseVault.baseInitialize(address, ERC26, address, BridgeEscrow) ._wormholeRouter (contracts/BaseVault.sol#37) lacks a zero-check on
- wormholeRouter = _wormholeRouter (contracts/BaseVault.sol#is)

BridgeEscrow.constructor(address)._owner (contracts/Br: 1#28) lacks a on :
_owner_(contracts/BridgeEscrou.sol#29
BridgeEserow. 1mt)al)1!(adﬂzess IRootChainManager) ._vault (contraets/Bri 1#32) lacks a on :

vau ult (contracts/BridgeEscrow.sol#35)

haleReutu = BaseVault(_vault). wcmnolwoutu() (contucts/EuugeEscraw sol#aéb
Roforence: https:/Jgithib . con/erycic/etither/nini/Detocs ationsmi

idation

Multicall.multicall(bytes[1) (contracts/external/Multicall.sol#9-27) has external ealls inside a loop: (success,result) = address(this).delegatecall(datalil) (contracts/external/Multicall.sol#12)
BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271) has external calls inside a loop: amountWithdrawn = strategy.divest(type() (uint256).max) (contracts/BaseVault.sol#257)
BaseVault.harvest(BaseStrategy(]) (contracts/BaseVault.sol#487-462) has external calls inside a loop: balanceThisHarvest = strategy.totallockedValue() (contracts/BassVault.sol#432)
BaseVault.rebalance() (contracts/BasevVault.sol#549-590) has external calls Math.min{amountToInvest, _asset.balanceOf (address(this))) (contracts/Basevault.sol#583)
BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has external calls strategy_scope_1.invest(amountToInvest) (contracts/BaseVault.sol#588)

BaseVault.rebalance() (contracts/BaseVault.sol#549-590) has external calls currStrategyTVL = strategy.totallockedvalue() (contracts/Basevault.so: )

BaseVault.rebalance() (contracts/BaseVault.sol#549-596) has external calls inside a loops strategy.divestlcurrStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#567)

Refersnce: https://github.com/crytic/slither/wiki/Detector-Documentation/#calls-inside-a-loop

inside a loop: amountToInvest =
inside a loop
inside a loop

in BaseVault. ) (centracts/B; 1t.50l#240-271):
External calls:
- amountWithdrawn = strategy.divest(type()(uint256).max) (contracts/BaseVault.sol#257)

State variables written after the call(s):
- maxLockedProfit dBal - amountwithdrawn (contracts/BaseVault.sol#267)
- totalStrategyHoldings —= oldBal (contracts/BaseVault.sol#259)
Reentrancy in BaseVault.withdrawFromStrategy(BaseStrategy,uint256) (contracts/BaseVault.sol#362-376):
External calls:
~ amountWithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#3ss)
State variables written after the call(s):
- stuteﬂus[st!a"gy] balance — amountWithdrawn (contracts/BaseVault.sol#366)
- totalstrategyHoldin amountwi thdrawn (contracts/BaseVault.sol#371)
Wetpass /g8 Ehub. con/ory Fie /a1 thar wiki /Detactor Documentationroentrancy wlnerabilitiss 2

Reentrancy in BaseVault.depositIntoStrategy(BaseStrategy,uint256) (contracts/BaseVault.sol#323-339):
xternal calls:

- strategy.invest(tokenAmount) (contracts/BaseVault.sol#337)

s).delegatecall(datali]) (contracts/external/Multicall.sol#12
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Event emitted after the call(s)
StrategyDeposit (strategy, tokenAmount) (contracts/BaseVault.sol#338
Reentrancy in BaseVault.withdrawFromStrategy(BaseStrategy,uint256) (contracts/BaseVault.sel#362-376)
External calls:
- amountWithdzann = strategy.divest{tokenAmount) (contracts/BaseVault.sol#3és)
Event emitted after the call(s):
trategyWithdrawal (strategy, amountwithdrawn) (contracts/BaseVault.sol#374)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#reentrancy-vulnerabilities-3

B 1t 1) (contract

BaseVault.sol#407-462) uses timestamp for comparisons
Dangerous comparison

- require(bool, stnnni(bluck timestanp »>= lastHarvest + lockInterval,PROFIT_UNLOCKING) (contracts/BaseVault.sol#é9)
it() ( 1t.s0l#468-475) uses timestamp for comparisol

Dangerous cumna!)suns

- block. timestamp >

lastHarvest + lockInterval (contracts/BaseVault.sol#469)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#block-tinestanp

Multicall, mult:\call(bytes[]) (contracts/external/Multicall.sol#9-27) uses assembly
NLINE ASM (contracts/external/Multicall.sol#19-21)
Referance: httns-//ﬂlthub.r:nlu/cxybGfshther/mkl/ﬂetectux Documentation#assenbly-usage

BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#248-271) has costly operations inside a loop:

- totalBps -= stratInfo.tvlBps (contracts/BaseVault.sol#248)

BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271) has costly operations inside a loop:
- totalStrategyHoldings —= oldBal (contracts/BaseVault.sol#259)

1t )

aseVault.sol#240-271) has costly operations inside a Loop:
axLockedProfit += oldBal - amountwithdrawn (contracts/BaseVault.sol

)

BaseVault.updateStrategyAllocations (BaseStrategy[],uint256[1) (contracts/BaseVault.sol#278-297) has costly operations inside a Lloop:
totalBps —= oldBps (contracts/BaseVault.sol#293)

BaseVault. i

increaseTVLBps (uint256) (contracts/BaseVault.sol#206-218) has costly operations inside a loop
totalBps = newTotalBps (contracts/BaseVault.sol#209)

https://github. com/crytic/slither/wiki/Detector-Docunentationdcostly-operations-inside-a-1loop

Reference:

Basevault._liguidate(uint266) (contracts/BaseVault.sol#496-525) is mever used and should be removed
BaseVault.depositntoStrategies() (contracts/BaseVault.sol#342-353) is never used and should be renov

1t deposi ,uint256) ( BaseVault.sol#323-339) is never used and should be removed
BaseVault.withdrawFronStrategy(BaseStrategy,uint2s6) (contracts/BaseVault.sol#362-376) is never used and should be removed
WormholeRouter._validateWornholeMessageEmitter(TWormhole.VM) (contracts/WormholeRouter.sl#41-45) is never used and should be removed
Reference: https://github.com/erytic/slither/wiki/Detector-Documentation#dead-c:

Pragna version®0.8.13 (contracts/AffineGovernable.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/8.7.6/0.8.7
Pragna versionn0.8.13 (contracts/BaseStrategy.sol#2) necessitates a version too recent to be trusted. Consider deploying with 6.6.12/0.7.6/0.8.7
Pragna version”0.8.13 (contracts/BaseVault.sol#2) necessitates a version too Tecent to be trusted. Consider deploying with 0.6.12/6.7.6/0.8.7
Pragna version®0.8.13 (contracts/BridgeE: s a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/8.8.7
Pragna version®0.8.13 (contracts/WormholeRouter.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7
Pragna version®0.8.13 (contracts/external/Multicall.sol#4) necessitates a version too recent to be trusted. Consider deploying with ©.6.12/8.7.6/0.8.7
Pragna versionn0.8.13 (contracts/interfaces/IRootChainManager.sol#2) necessitates a version too recent to be trusted

Pragna version0.8.13 i

Pragna version0.8.13

s0lc-8.8.16 is not rec

. Consider deploying with 0.6.12/0.7.6/0.8.7
(contracts/interfaces/IVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 6.6.12/0.7.6/8.8.7
(contracts/interfaces/IWormhole.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/0.8.7
omnended for deployment

Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

Low level call in Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-2

(success, result) = address(this).delegatecall(datalil) (centzacts/external/Multicall.sol#12)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation#low-level-call

Variable BaseVault.swaphithdrawalQueueIndexes(uint256,uint256).newStrategyl (contracts/BasevVault. mun; is too similar to BaseVault.swaphithdrawalQueusIndexes(uint256,uint256) .newStrategy? (contracts/BaseVault.sc
Reference: https://github.com/crytic/slither/wiki/Detect ion#v

BaseStrategy (contracts/BaseStratogy.sol#9—48) does not implement functions:

- BaseStrategy.balanceOfAsset() (contracts/BaseStrategy.sol#25)

- BaseStrategy.divest(uint256) (contracts/BaseStrategy.sol#3s)

- Basestrategy.invest(uint256) (contracts/Basestrategy.sol#3@)

- BaseStrategy. totalLockedValue() (contracts/BaseStrategy.sol#41)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentationsuninplenented-funetions
BridgeE vaulthonce (cont:

Bridgek. 501#19) should be constant
WormholeRouter.nextValidNonce (contracts/WormholeRouter.sol#15) should be constant
WormholeRouter.otherLayerChainTd (contracts/WormholeRouter.sol#14) should be constant
WormholeRouter. otherLayerRouter (contracts/WormholeRouter.sol#13) should be constant
Reference: https://github.com/crytic/slither/wiki/Detect: ion#state-vari

Ld-be-decl

src/BaseVault.sol

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has delegatecall inside a loop in a payable
Reference: s i i

function: (success,result) =
https://github.com/erytic/slither/wiki/Detector-Docunentation/#payable-functions-using-delegatecall-inside-a-—

address(this) .delegatecall(datali]) (contracts/external/Multicall.sol#12
-vault ( .501#13) is never initialized. It is used in:

- Basestrategy.sweep(ERC26) (contracts/BaseStrategy.sol#t3-47)
casset ( / .s01#21) is never initialized. It is used in

~ BaseStrategy.sweep (ERC20)

(contracts/Basestrategy. sol#63—47)
AftineGovernable.governance (contracts/AffineGovernable.sol#6) is never initialized. Tt is used in
WormholeRouter.otherLayerRouter (contracts/WornholeRouter.sol#13) is never initialized. It is used in:

- WormholeRouter._validateWormholeMessageEmitter (TWormhole. VM) (contracts/WormholeRouter.sol#41-45)
WerahaleRouter.otherLayerthainld (contracts /MormholeRouter.sol#14) is never initialized. It is used in:

- WormholeRouter M) (contracts/wormholeRouter.sol#4l-45)
never initialized. It is used in
_validateWornholeMessageEmitter (Inornhole.VM) (contracts/WormholeRouter. sol#41-45)
github.com/crytic/slither/wiki/Detector-Documentation#uninitialized-state-variables

_validateWornholeMessageEmitter (TWormhole
uum\wuwwm nextValidNonce (contracts/WormholeRouter.sol#15) is
mholeRouter
Reference: h((nm/

BaseVault.rebalance() (contracts/BaseVault.sol#549-598) uses a dangerous strict eguality:
- amountTolnvest == @ (contracts/BaseVault.sol#584)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#dangerous-strict-equalities

R

ntrancy in BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#487-462):
External calls:
~ balanceThisHarvest = strategy.totalLoekedValue() (contracts/BaseVault.sol#432)
State variables written after the callls

~ strategies(strategy].balance
eference

balanceThisHarvest (contracts/BassVault.sol#435)
https://github.com/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-1

BaseVault.harvest(BaseStrategy[]).totalProfitAccrued (contracts/BaseVault.sol#418) is a local variable never initialized
BaseVault._organizewithdrawalQueue().offset (contracts/BaseVault.sol#219) is a local variable never initialized
BaseVault.rebalance().amountsToInvest (contracts/BaseVault.sol#556) is a local variable never initialized
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#uniniti

lized-local-variables

Basevault.rebalance() (contracts/Basevault.sol¢549-590) ignores return value by strategy.divest(currStrategyTVi - idealStrategyTVL) (contracts/Basevault.sol#se?)
Reference: https://github.com/crytic/sli n

BaseVault.baseInitialize(add ERC28, add BridgeEscrow). (contracts/BaseVault.sol#37) lacks a zero-check on :
_governance (contracts/BaseVault.sol#42)
BaseVault.baseInitialize(address,ERC20, address,BridgeEscrow)._wormholeRouter (contracts/BaseVault.sol#37) lacks a zero-check on
ormholeRoutsr = _wormholeRoutsr (contracts/BaseVault.sol
BridgeEscrom. msmctmanams) omner (contracts/BridgeEscrow.sol#28) lacks a zero-check on
ne: owner (contracts/BridgeEscrow.sol#29
SridgeEscron. initislize (addrass, RootChainanages) - vault (contracts/ari s0l432) lacks a
- vault _vault (cnntracts/ﬂrldﬂeEsc!m{ s501#35

‘mholeRouter BaseVault(_vault).wormholeRouter() (contracts/BridgeEscrow.sol#36)

https: //glthuh.cnm/crytlG/sl)the!/vﬂh/ﬂctect ation#missing:

governance =

Reference

lidation
waltiesll.mlticall(bytesl]) (eontracts/extemal/Wilticall. salt9-27) has axtarmal calls inside 8 loop:
BaseVault. 1t

(success, result) = address(this).delegatecall(datalil) (contracts/external/Multicall.sol#12)
01#240-271) has external calls inside a loop: amountWithdrawn = strategy.divest(type()(uint256).max) (contracts/BaseVault.sol#257)
BaseVault.harvest(Basestrategy[]) K:untzacts/sasevault.su]uw?-héz) has external calls inside a loop: balanceThisHarwest = strategy.totallockedValue() (contracts/Basevault.sol#432)
BaseVault.rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a Loop: ath.min(amountToInvest, asset.balance0f (address(this))) (contracts/BaseVault.sol#583)
BaseVault.rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a loop: strategy_scope_1.invest(amountTolnvest) (contracts/BaseVault.sol#588)
BaseVault.rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a loop: currStrategyTVL = strategy.totallockedValue() (contracts/BaseVault.sol#565)
BaseVault.rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a loop: stzategy divest(currStrategyTVL — idealStrategyTVL) (contracts/BaseVault.sold5s7)
Reference: https://github.com/crytic/slither/wiki/Detector-Docunentation/#calls-inside-a-loo

Reentrancy in BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#248-271)

amountToInvest

External calls:

- amountWithdrawn = strategy.divest(type()(uint256).max) (contracts/BaseVault.sol#257)
State variables written after the callls):
- maxLockedProfit

- totalStrategyHoldings

1 - amountWithdrawn (contracts/BaseVault.sol#267)

oldBal (contracts/BaseVault.sol#259)

in BaseVault.wi nt256) (contracts/: 1t.501#362-376):
External calls:
- amountWfithd = strategy.divest( )

State variables written after the callls
- strategies[strategy].balance
- totalStrategyHoldings
Reference

BaseVault.sol#364)

amountWlithdrawn (contracts/BaseVault.sol#366)
untwithdrawn (contracts/BaseVault.sol#371)
https://github.com/crytic/slither/wiki/Detector-Documentationéreentrancy-vulnerabilities-2

Reentrancy in Basevault.depositIntoStrategy(BaseStrategy,uint266) (contracts/BaseVault.sol#323-339)
External calls:

- strategy.invest(tokenAmount) (contracts/BaseVault.sol#337)
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Event emitted after the call(s):

- StrategyDeposit(strategy, tokenAmount) (contracts/BaseVault.sol#338:
Reentrancy in BaseVault.withdrawFromStrategy(BaseStrategy,uint256) (contracts/BaseVault.sol#362-376):

xternal calls:

~ amountWithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)

Event emitted after the call(s):

thdrawal(strategy, ) BaseVault.sol#374)

https://github.con/crytic/slither /miki/ ion#reentrancy ilities-3

Reference:
BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#407-462) uses timestamp for comparisons

Dangerous comparisons:
— require(bool, string) (block. timestamp »= lastHarvest + lockInterval,PROFIT_UNLOCKING) (contracts/BaseVault.sol#489)
BaseVault.lockedProfit() (contracts/BaseVault.sol#(68-475) uses timestamp for comparisons

Dangerous comparisons
lock.timestamp >= lastHarvest + lockInterval (contracts/BaseVault.sol#469)

- b
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#block-timestamp

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) uses assembly
INE ASM (contracts/external/Multicall.sol#19-21)
https://github.con/crytic/slither/wiki/! i

Reference:
operatiens inside a loop:

BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271) has costly

stratInfo.tvlBps Kcuntmcts/hse\lﬂult.sul«?ksD
inside a loop:

1Bps —=

B, 1t tracts/BaseVault. has costly
- totalStrategyHoldings u]ﬂBnl (contracts/BaseVault.s0l#259)

B, 1t y( ts/BaseVault. has costly inside a loop:

- maxLockedProfit += oldBal - amountWithdrawn (contracts/BaseVault.sol#267)
BaseVault.updateStrategyAllocations(BaseStrategy[],uint256[1) (contracts/BaseVault.s01#278-297) has costly operations inside a loop:
~ totalBps —= oldBps (contracts/BaseVault.sol#293)

BaseVault._increaseTVLBps(uint256) (contracts/BaseVault.sol#206-218) has costly operations inside a loop:

~ totalBps = newTotalBps (contracts/BaseVault.sol#2.

Reference: https://github.com/crytic/slither/wiki/Detector-Documentationscostly-operations—inside-a-loop

Basevault._liguidate(uint266) (contracts/BaseVault.sol#496-525) is never used and should be r
BaseVault.depositIntoStrategies() (contracts/BaseVault.sol#342-353) is never used and should be removed
BaseVault.depositIntoStrategy (BaseStrategy,uint256) (contracts/BaseVault.sol#323-339) is never used and should be removed
BaseVault.withdranF ronStrateqy (BaseStrateqy  uint256) (contracts/BaseVault-sol#362-376) is never used and should be removed
tracts/WormholeRouter.sol#41-45) is never used and should be remeved

WormholeRouter._vali Wormhole. VM)
Reference: https //ultnub.cum/:zytlc/sl)thu/w)k)/Detectur—Dncumentatmnunun—cune

Pragma versionn0.8.13 (contracts/AffineGovernable.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/0.8.7
Pragna version*d.8.13 (contracts/BaseStrategy.sol#2) necessitates a version too recent to be trusted. Gonsider deploying with .6.12/8.7.6/0.8.7
(contracts/BaseVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/0.8.7

Pragna versionfe.s.13 .
Pragna version"e.8.13 (contracts/BridgeEscrow.sol#?) necessitates a version too recent to be trusted. Consider deploying with 6.6.12/0.7.6/8.8.7
(contracts/WormholeRouter.s01#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7
Consider deploying with ©.6.12/0.7.6/6.8.7

Pragna versione.8.13

Pragna version"®.8.13 (contracts/external/Multicall.solss) necessitates a version too recent to be trusted.
Pragna version*0.8.13
Pragma version®0.8.13 (contracts/interfaces/IVault.sol#2) necessitates a version too recent to be trusted.
Pragna versiond.8.13
s0lc-0.8.16 is not recommended for deployment
https://github.con/crytic/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

Consider deploying with 8.6.12/8.7.6

(contracts/interfaces/IRootChainManager.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6. 12/m 7.6/0.8.7
/8.8.

(contracts/interfaces/Iormhole.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7. 5/a 8.7

Reference:
Low level call in Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27

- (success, result) = address(this).delegatecall(datalil) (contracts/external/Multicall.sol#12)
Reference: https://github.con/crytie/slither/wiki/Detector-Documentation#low-levelc
Variable BaseVault. Nt256, uint256) 1t.50l#131) is too similar to BaseVault.swaphithdrawalQueueIndexes(uint25é,uint256) .newStrategy2 (contracts/BaseVault.so
Reference: https://github.con/crytic/slither/wiki/ ion#vari oo-similar

BaseStrategy (eontracts/BaseStrategy.sol#9-48) does not implement functions:
- BaseStrategy.balanceOfAsset() (contracts/BaseStrategy.sol#25)
- BaseStrategy.divest(uint256) (contracts/BaseStrategy.sol#36)
- BaseStrategy.invest(uint256) (contracts/BaseStrategy.sol#38)
BaseStrategy.totallockedValue() (contracts/BaseStrategy.sel#dl)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentationsunimplenented-functions
BridgeEscrow.vaultNonee (contracts/BridgeEscrow.sol#19) should be constant
WornholeRouter.nextValidNonce (contracts/WormholeRouter.sol415) should be constant
[ therLayerChainId WormholeRouter.sol#14) should be constant
WormholeRouter.otherLayerRouter (contracts/WormholeRouter.sol#13) should be constant
Reference: https://github.con/crytic/slither/miki/ abl 1d-be-decl

src/BridgeEscrow.sol

Multicall.multicall(bytes(]) (contracts/external/Multicall
https: //github.con/crytic/slither/wiki/Detector-Documentation/#payable-function

01#9-27) has delegatecall inside a loop in a payable
ions-using-delegatecall-inside-a-loop

Reference:
Basestrategy.vault (contracts/BaseStrategy.sol1d) is never initialized. It
.sweep(ERC20) ( .501#43-47)
BaseStrategy.asset Lcnlv(r.}t(szﬁ;ﬁbi(ra(ugy SoAS7) is never initialized. It is used in:
- BaseStrategy.sneep(ERC20) (contracts/BaseStrategy.sol#43-47)
AffineGovernable.governance (contracts/AffineGovernable.sol#s) is never initialized.
WormholeRouter.otherLayerRouter (contracts/WormholeRouter.sol#13) is never initialized. It is used in
~ WormholeRouter._validateWormholeMessageEnitter(IWormhole.YM) (contracts/WormholeRouter.sol#41-45)
wormholeRouter.otherLayerChainId (contracts/WormholeRouter.sol#14) is never initialized. It is used in
~ WormholeRouter._validateWormholeMessageEnitter(Itoznhole.YM) (contracts/WormholeRouter.sol#41-45)
wormholeRouter.nextValidonce (contracts/WormholeRouter.sol#15) is never initialized

It is used in
- WormholeRouter._validateWormholeMessageEnitter(IWormhole.VM) (contracts/WormholeRouter.solé41-45)
https: //github.con/crytic/slither/wiki/Detector-Docunentationsuninitialized-state-variables

It is used in:

Reference:
BaseVault.rebalance(} ( BaseVault. ) uses a dangerous strict equality:
- amountTolnvest == @ (contracts/BaseVault.sol#584)
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#dangerous-strict-equalities
Reentrancy in BaseVault.harvest{BaseStrateay[]) (contracts/BaseVault.sol#487-462):
rnal calls:
- balanceThisHarvest = totallockedvalue() (contracts/BaseVault.sol#432)

State variables written after the call(s)
- strategieslstrategy]-balance = balanceThisHarvest (contracts/BaseVault. sol#43s)

ateg
eference: https://github.com/crytic/slither/wiki/ ion#reen bilities-1

er initialized

lance().amountsToInvest (contracts/BaseVault.sol#556) ‘u a local variable never initialized
ult.scl#418) is a local variable nev

BaseVault. re
BaseVault.

Basevault._organizewithdrawaloueus().offset (contracts/Basevault. 1014219) 1e 2 latal varisbie never initislized
https://github.con/crytic/slither/wiki/Detector-Documentation#uninitialized-local-variables

Reference

function: (success,result)

address(this).delegatecall(datali]) (contracts/external/Multicall.sol#12

BaseVault.rebalance() (contracts/BaseVault.sol#549-599) ignores return value by strategy.divest(currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#567)
n

https://github.com/crytie/slither/wiki/Detector-Documentation#unused-returs

B 1t.baseInitial Bri . «

- governance = _governance (contracts/Basevault.sol#42)
BaseVault.baseInitialize(address, ERC28,address, BridgeEscrow) . _wormholeRouter (contracts/BaseVault.sol#37) lacks a zero-check on :
44

wormholeRouter (contracts/BaseVault.sol

Reference
1t.sol#37) lacks a zero-check on :

ERC20, add!

~ wornholeRouter = _
BridgeEscrow.constructor{address). owner (contracts/BridgeEscrow.sol#28) lacks a zero-check on :
— owner = _owner (contracts/BridgeEscrow.sol#29)
ult (contracts/BridgeEscrow.sol#32) lacks a zero-check on :

BridgeEscrow. initialize(address, IRootChainManager) .
- vault = _vault (contracts/BridgeEscrow.sol#35)
oleRouter = BaseVault(_vault).wornholeRouter() (contracts/BridgeEscrow.sol#36)
ion#nissing-zero— idation

- wornl
Reference: https://github.con/crytic/slither/wiki/!

(success, result) =

address(this).delegatecall(data(i]) (contracts/external/Multicall.sol#12)
strategy.divest(type() (uint256).max) (contracts/BaseVault.sol#257)

Multicall.nulticall (bytes(]) (contracts/external/Multicall.sole5-27) has extenal calls inside a loop:
as external calls inside a loop: amountWithdrawn = .
strategy.totallockedvalue() (contracts/Basevault.sol#43z)

Basevault. harvest (Basestrategy(]) (cnntxacts/!asevau]t sol#487-462) has external calls inside a loop: balanceThisHarvest
1t.rebalance() ts/BaseVault. has external calls inside a loop: amountToInvest = Math
Basevau]t.!eba]ance(b (cuntzacts/saswauu.sumsae-sqm has external calls inside a loop
BaseVault.rebalance() (contracts/BaseVault.scl#549-590) has external calls
BaseVault.rebalance() (contracts/BaseVault.socl#549-598) has external calls
https://github.con/crytic/slither/wiki/Detector-Docunentation/#calls-inside-

currStrategyTVi

Reference:
Reentrancy in BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271)
External calls:
~ amountWithdrawn = strategy.divest(type()(uint256).max) (contracts/BaseVault.sol#257)

State variables nritten after the call(s):
- maxLockedProfit 1 — amountWithdrawn (contracts/BaseVault.sol#267)

- totalStrategyHoldings —= oldBal (contracts/BaseVault.sol#259
in BaseVault.wi ,uint256) (contracts/BaseVault.sol#362-376):

External calls:

- amountWithdraun = strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)

State variables written after the call(s):

- strategies[strategy].balance —= amounthithdrann (contracts/BaseVault.sol#366)

- totalStrategyHoldings —= amountWithdrawn (centracts/Basevault.sol#371)

Reference: https://github.con/crytic/slither/wiki/ ion#reent

Reentrancy in BaseVault.depositIntoStrategy(BaseStrategy,uint256) (contracts/BaseVault.sol#323-339)

ilities-2

xternal calls:
~ strategy.invest(tokenAmount) (contracts/BaseVault.sol#337)

fath.min(amountToInvest, asset.balanceOf (address(this))) (contracts/BaseVault.sol#583)

strategy_scope_1.invest(anountTolnvest) (contracts/BaseVault.sol#588)
strategy. totallockedValue() (contracts/BaseVault.sol#565)

inside a loop
inside a loop: strategy. divest(currStrategyTVL — idealStrategyTVL) (contracts/BaseVault.sol#567)
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Event emitted after the call(s):
t(strategy, ) BaseVault.sol#338)
Reontrancy in Basevault. €.wi thdzanF ronstrategy (8asestrategy, uint266) (contracts/Basevault.sole362-376):

External calls
— amountwithdraun = strategy.divest (tokenAmount) (contracts/Basevault.sol4364)

Event emitted after the call(s):
- StrategyWithdrawal(strategy,amountWithdrawn) (contracts/BaseVault.sol#374)
i ilities-3

https://github.con/crytic/slither/wiki/! ion#reent

Reference:
Basevault.harvest(Basestrategy[]) (contracts/BaseVault.solste7-462) uses timestamp for comparisons

Dangerous comparisons:

— require(bool, string) (block. timestanp >= lastHarvest + lockInterval,PROFIT_UNLOCKING) (contracts/BaseVault.sol#4@9)
BaseVault.lockedProfit() (contracts/BaseVault.sol#468-475) uses timestamp for comparisons

Dangarous comparisons:

~ block. tinestamp

arvest + lockInterval (contracts/BaseVault.sol#469)
Reference: https://github.con/crytic/slither/wiki/l 1

Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) uses assembly
— INLINE ASM (contracts/external/Multicall.so1#19-21)

https://github.con/crytic/slither/wiki/| o

Reference:
BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271) has costly operations inside a loop
- totalBps —= stratInfo.tvlBps (contracts/BaseVault.sol#248)
BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271) has costly operations inside a loop:
- totalStrategyHoldings —= oldBal (contracts/BaseVault.sol#259)
BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271) has costly operations inside a loop:
- maxLockedProfit += oldBal — amountWithdrawn (contracts/Basevault.sol#267)
1locations( [1,uint256(]1) aseVault.sol#278-297) has costly operations inside a loop:
- Bps —= oldBps (contracts/BaseVault.sol#293)
BaseVault. )nuuuwwps(umtzsm (contracts/BaseVault.s501#206-218) has costly operations inside a loop:

- totalBps = newTotalBps (contracts/BaseVault.sol#209)
Reference: https //github.con/crytic/slither/wiki/Detector-Docunentation#costly-operations-inside-a-loop

B,

Basevault. ])au)dat:(u)ntzsﬁ) (contracts/Basevault.sol#496-525) is never used and should be removed
B, ) G ts/BaseVault.sol#342-353) is never used and should be removed

1t.deposi
BaseVault. depus)tIntuSt!at!gy(Easest!ategy,ulntZEED (contracts/Basevault.sol#323-339) is never used and should be removed
BaseVault.withdranFronStrategy (BaseStrategy,uint256) (contracts/BaseVault.sol#362-376) is never used and should be removed
wormholeRouter._validateWornholeMessageEmitter (IWormhole.VM) (contracts/WormholeRouter.sol#41-65) is never used and should be removed
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#dead-code

Pragns version0.8.13 (contracts/AffineGovernable. sole2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/0.8.7
Pragna version8.8.13 ( #2) version too recent to be trusted. Consider deploying with 8.6.12/0.7.6/.8.7
Pragna version®e.s.13 (cuntzacts/sase\dault muz) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/8.8.
Pragna version*0.B.13 (contracts/BridgeEscrow.sol#2) necessitates a version too recent to be trusted. Gonsider deploying with 0.6.12/6.7.6/8.8.7

Pragma version®e.8.13 (contracts/WormholeRouter.sol#2) necessitates a version too recent to be trusted. Consider deploying with @.6.12/0.7.6/0.8.7

Pragna version0.8.13 (contracts/external/Multicall.soléa) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/6.8.7

Pragma version®e.8.13 ( .s01#2) necessitates a version too recent to be trusted. Consider deploying with @.6. 12/;: 7.6/8.8.7
Pragna version"e.s.13 Acunuacts/mnznus/rv“n s01#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/8.7.6.

Pragna version*@.B.13 (contracts/interfaces/IHornhole.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7. s/u 8.7
solc-0.8.16 is not recommended for doployment

Reference: https://github.com/crytic/slither/wiki/Detector-Documentation#incorrect-versions—of-solidity

Low level call in Multicall.multicall(bytes[1) (contracts/external/Multicall.sol#9-2
- (success, result) = address(this).delegatecall(datalil) (contracts/external/Multicall.sol#12)

Reference: https://github.con/crytic/slither/wiki/Detector-Docunentation#low-level-calls

Variable BaseVault.swapWithdrawalQueueIndexes(uint256,uint256) .newStrategyl (cun(!acts/EaseVau]t s01#131) is too similar to BaseVault.swaphithdrawalQueueIndexes(uint256,uint256).newStrategy? (contracts/Basevault.so

—similar

Reference: https://github.con/crytic/slither/miki/
. +501#25)

- BaseStrategy.divest(uint256) (cuntzacts/sasestlatepy.sullt:!é)

- BaseStrategy.invest(uint256) (contracts/BaseStrategy.sol#38)

- BaseStrategy. totallockedvalue() (contracts/BaseStrategy.sol#sl)

https://github.con/crytic/slither/wiki/Detector-Documentation#unimplemented-functions

BaseStrategy (contracts/BaseStrategy.sol#d-48) does not implement functions:
)

Reference:
BridgeEscrow.vaultNonce (contracts/BridgeEscrow.sol#19) should be cons
WormholeRouter.nextValidNonce (contracts/WormholeRouter.sol#15) should be constant

WormholeRouter.otherLayerChainId (contracts/WormholeRouter.sold#l4) should be constant
WormholeRouter.otherLayerRouter (contracts/WormholeRouter.sol#13) 5huu1d be constant

Refersnce: https://github.con/crytic/slither/wiki/ abl 1d-bedecl

src/Constants.sol _

Pragma versionn0.8.18 (contracts/Constants.sol#2) nocessitates a version too reeent to be trusted
501c-0.8.16 is not recommended for deployment

Reference: https://github.con/crytic/slither/wiki/ nei ons-of-solidity
Variable Constants.L1 FUND_TRANSFER_REPORT (contracts/Constants.sol#12) is too similar to Constants.L2 FUND_TRANSFER_REPORT (contracts/Constants.sal#?)
ationsvariab; imilar

Reference: https://github.com/crytic/slither/wiki/Det

src/DollarMath.sol

DollarMath.add(Dollar,Dollar) (contracts/DollarMath.sol#7-9) is never used and should be removed

DollarMath.div(Dollar,Dollar) (contracts/DollarMath.sol#19-21) is never used and should be removed

DollarMath.nul(Dollar,Dollar) (contracts/DollarMath.sol#15-17) is never used and should be removed

DollarMath.sub(Dollar,Dollar) (contracts/DollarMath.sol#11-13) is never used and should be removed
de

Reference: https://github.com/crytic/s ither/wiki/Detector-Documentationsdead~cor

ragna version"@.8.13 (contracts/DollarMath.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/0.8.7

501c-8.6.16 is not reconmended for deployment
Reference: https://github.comferytic/slither/wiki/ on#is ons-of-solidity
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src/WormholeRouter. sol

Multieall .multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has delegatecall inside a loop in a payable function: (suceess,result) =
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation/#payable-function:

s-using-delegatecall-inside-a-loop

address(this).delegatecall (data[i]) (contracts/external/Multicall.solslz
BaseStrategy.vault (contracts/BaseStrategy.sol#13) is never initialized
- BaseStrategy.sweep(ERC28) (contracts/BaseStrategy.sol#43—47)
aseStrategy.asset (contracts/BaseStrategy.sol#21) is never initialized
~ BaseStrategy. sweep(ERC20)

It is used in:

It is used in:
(contracts/BaseStrategy. so1#43-47)
. le.sol#é) is never initialized. It is
WormholeRouter . otherLayerRouter (contracts/WormholeRouter.sol#13) is never initialized. It is used in
rnholeRouter._validatetormholeMessageEni tter (IWormhole.¥M) (contracts/WormholeRouter.sol#41-45)

WormholeRouter .otherLayerChainId (contracts/WormholeRouter.sol#ils) is never initialized. Tt is us :
rnholeRouter. _validatelornholeMessageEnitter(IHormhole.¥M) (contracts/WormholeRouter.sol#41-45)
WormholeRouter.nextValidNonee (contracts/WormholeRouter.sol#15) is never initialized. It is used in:

- WornholeRouter._validateWormholeMessageEnitter(Inormhole VM) (contracts/WormholeRouter.sol#41-45)
Reference: https://github.com/crytic/slither/miki/ nitiali ial

used in:

BaseVault.rebalance() (contracts/BaseVault.sol#549-590) uses a dangerous strict equality:
- amountTolnvest == 8 (contracts/BaseVault.sol#584)

Reference: https://github.com/crytic/slither/wiki/Detector-Documentationédangerous-strict-equalities

Reentrancy in BaseVault.harvest(BaseStrategy[1) (contracts/BaseVault.sol#4e7-462):
External calls:

— balanceThisHarvest = strategy.totallockedValue() (contracts/BaseVault.sol#432)
State vaziables uritten after the call(sh:

~ strategies[strategy].b: 1an
Reference: https://github. cnmltrytlc/xl)thlrfw)kl

hisHarvest (contracts/BaseVault.sol#435)

bilities-1
BaseVault._organizewithdrawalQueue().offset (contracts/BaseVault.sol#219) is a local variable never initialized
BaseVault.harvest(BaseStrategy[]). tut.umhu\ccm.d (contracts/BaseVault. mlum) is a local variable never initialized
BaseVault.rebalance().amountsToln ontracts/BaseVault.sol#556) is a 1 le never initialized

Reference: https://github. cmnltrytlc/xl)thlr/w)Iull)lt-ttnr—Dntumlntat)nn#unln)t):llz-d -local-variables

BaseVault.rebalance() (contracts/BaseVault.sol#549-598) ignores return value by strategy.divest(currStrategyTVL - idealStrategyTVL) (contracts/BaseVault.sol#567)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentationfunused-return

BaseVault.baseInitialize(address,ERC20, address, BridgeEscrow) . _governance (contracts/Basevault.sol#37) lacks a zero-check on
veznance (contracts/BaseVault.sol#42)
Basevault.baseInitialize (address, ERC20, address, BridgeEscron)

- wormholeRouter

_wormholeRouter (contracts/BaseVault.sol#37) lacks a zero-check on
BridgeEscron. cunstzuctu!(mmzess)

_wornholeRouter (contracts/BaseVault.sol#4d)

owner (contracts/BridgoEscrow.soln28) lacks a zero-check on :

T (contracts/BridgeEscron.s01429)

BridgeEscrow. mnuhu(adduss IRootChainManager). vault (contracts/BridgeE:
1t = _vault (contracts/BridgeEscrow.sols

T ernholofoster = Basevault( vault) morsholeRouter() (contracts/BridgeEscron.sol#36)
Reference: https://github.com/crytic/slither/wiki

501#32) lacks a on

idatien
Multicall.multicall(bytes[]) (contracts/external/Multicall.sol#9-27) has external calls inside a loop: (success,result) = address(this).delegatecall(datal[i]) (contracts/external/Multicall.sol#12)
BaseVault.removeStrategy(BaseStrategy) (contracts/Basevault.sol#240-271) has external calls inside a loop: amountWithdrawn = strategy.divest(type()(uint286).max) (contracts/BasevVault.sol#257)
BaseVault.harvest(BaseStrategy(]1) (contracts/BaseVault.sol#487-462) has external calls inside a loop: balanceThisHarvest strategy.totallockedValue() (contracts/BaseVault.sol#432)
BaseVault.rebalance() (contracts/BaseVault.sol#569-598) has Math.min(amountToInvest,_asset.balanceOf(address(this))) (contracts/BaseVault.sol#583)
BaseVault.rebalance() (contracts/BaseVault.sol#549-598) has strategy_scope_1.invest{amountToInvest) (contracts/BaseVault.sol#588

BaseVault rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a loop: currStrategyTVL - strategy.totallockedValue() (contracts/BaseVault.sol#S6s)

Basevault.rebalance() (contracts/BaseVault.sol#549-598) has external calls inside a loop: strategy.divest(currStrategyTVi - idealStrategyTVL) (contracts/Basevault.sol#567)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentation/#calls—inside-a-loop

external calls inside a loop:

amountTeInvest =
external calls inside a loop

Reentrancy in BaseVault.removeStrategy(BaseStrategy) (contracts/BaseVault.sol#240-271)
External calls:

- amountWithdrawn = strategy.divest(type()(uint256).max) (contracts/BaseVault.sol#257)
State variables written after the call(s):

- maxLockedProfit
- totalStrategyHoldings

al - amountWithdrawn (contracts/BaseVault.sol#267)
= oldBal (contracts/BaseVault.sol#259)
Reentrancy in BaseVault.withdrawFromStrategy(BaseStrategy,uint256) (contracts/BaseVault.sol#362-376)
External calls:
- amountWithdrawn = strategy.divest(tokenAmount) (contracts/BaseVault.sol#364)
State variables written after the call(s):
- strategies[strategy].balance
- totalstrategyHoldings
Reference:

amounthithdramn (contracts/BaseVault.sol#366)
amountwWithdrawn (contracts/Basevault.sol#371)
https://github.com/crytic/slither/wiki

iondreentrancy ilities-2

Reentrancy in BaseVault.depositIntoStrategy(BaseStrategy,uint256) (contracts/BaseVault.sol#323-339)
External calls:
- strategy.invest(tokenAmount) (contracts/BaseVault.sol#337)
Event emitted after the call(s):
t(strategy,

) 1t.s01#338)
Reentrancy in BaseVault.wi thdranFronStrategy(BaseStrategy, uint256) (contracts/Basevault.sol#3s2-376)
xternal calls:
- amountWithdrawn = strategy.divest(tokenAmount) (contracts/Basevault.sol#364)
Event emitted after the call(s):
rategywithdrawal (strategy, amountWithdrann) (contracts/BaseVault.sol#376
Reference: https://github.con/crytic/slither/wiki/Detector-Documentation#reentrancy-vulnerabilities-3

BaseVault.harvest(BaseStrategy[]) (contracts/BaseVault.sol#4@7-462) uses timestamp for comparisons
angerous comparisons:

uize(bool, string) (block. timestamp >= lastHarvest + lockInterval,PROFIT_UNLOCKING) (contracts/BaseVault.sol#4as)
BaseVault.lockedProfit() (contracts/BaseVault.sol#468-475) uses timestamp fDI comparis

Dangerous comparisons:

- block. timestamp
Reference

lastHarvest + lockInterval (contracts/BaseVault.sol#469)
https://github.con/crytic/slither/wiki/Detector-Documentation#block-times tanp

Multicall.nulticall(bytesl]) (contracts/external/Multicall.sol#9-27) uses assembly
E ASM (contracts/external/Multicall.sol#19-21)
https://github.com/crytic/slither/wiki/Detector-Documentation#assembly-usage

Reference

Basevault. removeStrategy(BaseStrategy) (contracts/BaseVault.ssl#216-271) has costly operations inside a Loop:
stratinfo.tvlBps (contraots/BascVault.sol#248)
1t

asoVault.sol#268-271) has costly operations inside a loop:
~ totalstrategyHoldings
1t

¥
= oldBal (tcntracts/ﬂase\fuult 501#259)
o

seVault.sol#248-271) has costly operations inside a loop:
XLockedProTit +o o1dBa1 - amountHitharann (cantracts/BaseVault . sold

BaseVault.updateStrategyAllocations(BaseStrategy[],uint256[]) (contracts/BaseVault.sol#278-297) has costly operations inside a loo
- totalBps -= oldBps (contracts/BaseVault.sol#293)
Basevault.

_increaseTVLBps(uint256) (contracts/BaseVault.sol#206-210) has costly operations inside a loop:
— totalBps = newTotalBps (contracts/BaseVault.sol#209)
Reference: https://github.con/crytic/slither/wiki/Detector-Docunentationficostly-operations-inside-a-loop

BaseVault._liguidate(uint256) (contracts/BaseVault.sol#496-525) is never used and should be removed
BaseVault . depositintoStrategies() (contracts/BaseVault.sold342-53) is never used and should bo remove

1t depositly uint256) (contracts/BaseVault.sol#323-339) is never used and should be removed
BaseVault.withdrawFronStrategy(BaseStrategy,uint256) (contracts/BaseVault.sol#362-376) is never used and should be remoy
WormholeRouter.

ved
validateWornholeMessageEnitter (IWormhole.VM) (contracts/WormholeRouter.sol#41-45) is never used and should be removed
Reference: https://github.con/crytie/slither/wiki/Detector-Documentation#dead—co

Pragna versionn0.8.13 (contracts/AffineGovernable.sol#2) necessitates a version too recent to be trusted. Consider deploying with 0.6.12/0.7.6/0.8.7
Pragma version"®.8.13 (contracts/BaseStrategy.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/0.7.6/6.8.7
Pragma version®®.8.13 (contracts/BaseVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with .6.12/0.7.6/8.8.7

Pragma versionn0.8.13 (contracts/BridgeEscrow.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/0.7.6/8.8.7
Pragma version®d.8.13 (contracts/WormholeRouter.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/8.8.7
Pragma versionn0.8.13 (contracts/external/Multicall.sol#4) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/0.8.

Pragma version"e.8.13 (contracts/interfaces/IRootChainManager.sol#2) necessitates a version too recent to be trusted. Consider deploying with 8.6.12/8.7.6/0.8.7
Pragma version®®.8.13 (contracts/interfaces/IVault.sol#2) necessitates a version too recent to be trusted. Consider deploying with 9.6.12/0.7.6/0.8.7

Pragma version"®.8.13 (contracts/interfaces/Iwormhole.sol#2) necessitates a version too recent to be trusted

501c-8.8.16 is not reconmended for deplo

Consider deploying with ©.6.12/0.7.6/8.8.7
Reference: https://github.com/crytie/slither/wiki/Detector-Documentation#incorrect-versions-of-solidity

Low level call in Multicall.nulticall(bytes[]) (centract:

Reference

external/Multicall.sol#9-27):
cess, result) = address(this).delegatecall(datali]) (contracts/external/Multicall.sol#12)
https://github.con/crytic/slither/wiki/Detector-Documentation#lon-level-call

on#variabl
BaseStrategy (contracts/BaseStrategy.sol#9-48) does not implement functions:
- BaseStrategy.balanceOfAsset() (contracts/BaseStrategy.sol#25)
- BaseStrategy.divest(uint256) (contracts/BaseStrategy.sol#36)
- BaseStrategy.invest(uint256) (contracts/BaseStrategy.scl#38)
- BaseStrategy. totallockedvalue() (contracts/Basestrategy.sol#s1)
Reference: https://github.com/crytic/slither/wiki/Detector-Documentationfuninplemented-functions

Variable BaseVault.swapWithdrawalueueIndexes(uint256,uint256).nenStrategyl (contracts/BaseVault. sul«uu is too similar to BaseVault.swaphithdrawalQueueIndexes{uint256,uint256).nenStrategy? (contracts/BaseVault.so
Reference: https://github.con/crytic/slither/wiki/!

BridgeEscrow.vaultNonce (contracts/BridgeEscrow.sol#19) should be constar
WormholeRouter.nextValidionce (contracts/WormholeRouter.sol#15) should be constant
WornholeRouter.otherLayerChainId (contracts/WornholeRouter.sol#14) should be constant
We

rmholeRouter. otherL: WormholeRouter.sol#13) should be constant
Reference: https.//glthub.tum/:!ytlc/s])the!/w)k)/ﬂ et ationsstate-vari

1d-be-dec:
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® As a result of the tests carried out with the Slither tool, some
results were obtained and reviewed by Halborn. Based on the re-
sults reviewed, some vulnerabilities were determined to be false
positives. The actual vulnerabilities found by Slither are already
included in the report findings.
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4.2 AUTOMATED SECURITY SCAN

Description:

Halborn used automated security scanners to assist with detection of
well-known security issues, and to identify low-hanging fruits on the
targets for this engagement. Among the tools used was MythX, a security
analysis service for Ethereum smart contracts. MythX performed a scan
on all the contracts and sent the compiled results to the analyzers to
locate any vulnerabilities.

MythX results:

src/ethereum/L1CompoundStrategy.sol

Line | SWC Title Severity Short Description

2 | (SWC-103) Floating Pragma [ A floating pragma is set.
102 | (SWc-161) Integer Overflow and Underflow | Unknown Arithmetic operation *—" discovered
148 | (sWc-161) Integer Overflow and Underflow | Unknown Arithmetic operation *+" discovered
156 | (SWc-161) Integer Overflow and Underflow | Unknown Arithmetic operation '#" discovered
150 | (SWe-11) Integer Overflow and Underflow | Unknown Arithmetic operation */" discovered
150 | (SWC-161) Integer Overflow and Underflow | Unknown Arithmetic operation '—" discovered
152 | (SWC-161) Integer Overflow and Underflow | Unknown Arithmetic operation '+" discovered
168 | (swc-161) Integer Overflow and Underflow | Unknown Arithmetic operation *+" discovered
162 | (swc-161) Integer Overflow and Underflow | Unknown Arithmetic operation '+" discovered
173 | (sWe-161) Integer Overflow and Underflow | Unknown Arithmstic operation '~ discovered
173 | (SWC-110) Assert Violation Unknewn Out of bounds array access
173 | (SWC-161) Integer Overflow and Underflom | Unknown Compiler-rewritable "<uint> - 1" discovered
178 | (swc-110) Assert Violation Unknown Out of bounds array access
187 | (sWc-110) Assert Violation Unknown Out of bounds array access
196 | (swc-110) Assert Violation Unknown Out of bounds array access
192 | (SWe-110) Assert Violation Unknewn Out of bounds array access
193 | (SWC-118) Assert Violation Unknown Out of bounds array access

src/ethereum/L1Vault.sol

[ tine [ swe Ticte [ severiey ] short vescription |

[ 2 | (swc-163) Floating Pragna | Low | A tlosting pragna is set. |

src/ethereum/L1WormholeRouter.sol

Line | swe Title Severity short Description
2 | (sWc-183) Floating Pragma Low A floating pragma is set.
14 | (SWC-168) State Variable Default Visibility | Low State variable visibility is not set.

src/external/Multicall.sol

Line | swe Title severity Short Description
9 | (SWC-118) Incorrsct Constructor Name Medium Potential incorrect constructor name "multicall®.
11 | (SWC-201) Integer Overflow and Underflow | Unknomwn Arithnetic operation '"++" discovered
12 | (SWC-118) Assert Violation Unknann Out of bounds array access
25 | (SWG-110) Assert Violation Unknann Out of bounds array access
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src/polygon/EmergencyWithdrawalQueue.sol

Line | swc Title severity Short Deseription
2 | (sWe-103) Floating Pragma Low A floating pragma is set.
18 | (SWC-108) State Variable Default Visibility | Low State variable visibility is not set.
61 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation '+' discovered
61 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation *-* discovered
71 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation *+=" discovered
73 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation '+=" discovered
74 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered
83 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation '-=" discovered
84 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation '-=" discovered
93 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation *+=" discovered
99 | (sWC-101) Integer Overflow and Underflow Unknown Arithmetic operation *+* discovered
104 | (sWc-161) Integer Overflow and Underflow Unknown Arithmetic operation '+=" discovered
105 | (SWC-101) Integer Overflow and Underflow Unknown Arithmetic operation '-=' discovered
115 | (SWe-101) Integer Overflow and Underflow Unknown Arithmetic operation "++" discovered
118 | (SWC-161) Integer Overflow and Underflow Unknown Arithmetic operation '-=" discovered
119 | (SWC-161) Integer Overflow and Underflow Unknown Arithmetic operation "+=" discovered

src/polygon/ERC4626Router. sol

Line | SWC Title Severity Short Description
2 | (SWC-103) Floating Pragma [ A floating pragma is set.
7 | (sWc-123) Requirement Violation | Low Requirement violation.
56 | (SWC-123) Requirement Violation | Low Requirement violation.

src/polygon/ERC4626RouterBase. sol

Line | SWC Title Severity Short Description
1 | (swc-103) Floating Pragma | Low A floating pragma is set.
41 | (sWc-107) Reentrancy Low A call to a user-supplied address is executed.

src/polygon/Forwarder.sol

| vine | swe Title [ severity | short pescription |

‘ 2 ‘ (SWC-163) Floating Pragma | Low ‘ A floating pragma is set. ‘

src/polygon/L2AAVEStrategy.sol

Line | SWC Title Severity Short Description
2 | (sWc-163) Floating Pragma Low A floating pragma is set.
54 | (SWC-161) Integer Overflow and Underflow | Unknown Arithmetic operation "-* discovered
54 | (SWC-118) Assert Vielation Unknown Out of bounds array aceess
54 | (SWC-101) Integer Overflow and Underflow | Unknown Compiler-rewritable "<uint> - 1" discovered
114 | (SWC-161) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
156 | (SWC-161) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
156 | (SWG-161) Integer Overflow and Underflow | Unknown Arithmetic operation "-* discovered
158 | (SWC-161) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
158 | (SWC-161) Integer Overflow and Underflow | Unknown Arithmetic operation "' discovered
160 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+' discovered
171 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+' discovered
182 | (SWC-161) Integer Overflow and Underflow | Unknown Compiler-renritable "<uint> - 1" discovered
182 | (SWC-118) Assert Violation Unknown Out of bounds array access
182 | (SWC-161) Integer Overflow and Underflow | Unknown Arithmetic operation "-* discovered
187 | (SWc-110) Assert Violation Unknown Out of bounds array aceess
198 | (SWe-110) Assert Violation Unknown Out of bounds array access
201 | (SWC-110) Assert Violation Unknewn out of bounds array access
203 | (SWC-118) Assert Violation Unknown Out of bounds array access
204 | (SWC-118) Assert Violation Unknown Out of bounds array access
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src/polygon/L2Vault.sol

Line SWC Title Severity Short Description
2 (swc-103) Floating Pragma Low A floating pragma is set.
64 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
66 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
&6 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
67 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
67 (5WC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "#" discovered
108 (swWC-118) Assert Violation Unknown Out of bounds array access
109 | (SWC-11@) Assert Violation Unknown Out of bounds array access
225 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
241 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
248 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
284 (5WC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
290 (swWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
312 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
331 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
331 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
345 (5WC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
365 (swWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "" discovered
399 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
469 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
473 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
473 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
473 (5WC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "#" discovered
474 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
496 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
497 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
509 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
514 (5WC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
514 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "/" discovered
514 | (SWC-101) Integer Overflow and Underflow | Umknown Arithmetic operation "x" discovered
514 | (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+" discovered
520 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
522 (SWC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "-" discovered
549 (5WC-101) Integer Overflow and Underflow | Unknown Arithmetic operation "+=" discovered
src/polygon/L2WormholeRouter. sol
Line | SwC Title Severity Short Description
2 (SWC-103) Floating Pragma Low A floating pragma is set.
14 (SWC-108) State Variable Default Visibility Low State variable visibility is not s
51 (SWC-181) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered
64 (SwWC-101) Integer Overflow and Underflow Unknown Arithmetic operation "+" discovered

src/AffineGovernable.sol

‘ Line | Swe Title | Severity ‘ short Description ‘

‘ 2 | (SWC-103) Floating Pragma | Low ‘ A floating pragma is set. ‘

src/BaseStrategy.sol

[ ine [ sue ritie | severity | short pescription |

| 2 | (swe-103) Floating Pragma | Low | & f1osting pragma is

src/BaseVault.sol

Line | sWC Title severity short Description
2 | (sWC-103) Floating Pragma Low A floating pragma is set.
31 | (SWC-108) State Variable Default Visibility | Low State variable visibility is not set.

src/BridgeEscrow.sol

[ ine [ sue ritie | severity | snort pascription |

‘ 2 | (SWC-183) Floating Pragma ‘ Low | A floating pragma i

src/Constants.sol

‘ Line | Swe Title | Severity ‘ short Description ‘

‘ 2 | (SWC-103) Floating Pragma | Low ‘ A floating pragma is set. ‘

src/DollarMath.sol

‘ Line | SWC Title | Severity ‘ Short Description ‘

| 2 | (swe-103) Flosting Pragma | Low | & floating pragms is set. |

src/WormholeRouter. sol

[ tine [ sue ritte [ severity | short pescription |

| 2 | (sne-10) Floating Pragma | Low | & floating pragma is set. |
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®* No major issues found by Mythx. The floating pragma flagged by MythX
is a false positive, as the pragma is set in the hardhat.config.ts
file to the 0.8.16 version.
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